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AHHOTAIUA

B IaHHOM [JOKyMEHTE ONHCaH NOPANOK YCTAHOBKM M HACTPOHKH MPOTPAMMHOTO 00€CIeYeHHs
«fIOMHUPC CpencrBa bezomacmoctu Linuxy», KOCJI1.425979.169 (manee mo tekcry 110 «IOMHWPC

Cpenctra bezonacHoctu Linuxy).
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1. OBIIIUE CBEJAEHUS O ITIPOIT'PAMME

1.1. HaznaueHue nporpaMmabl

[I0 «OMUPC CpencrBa besonacHocTu Linux» npegHasHadeHo Uil aBTOMAaTH3alUX
JeSTENLHOCTA MOMKHOCTHBIX JIMII IPH IUIAHMPOBAHWM M OKCIUTyaTalldM CHCTEMBI OXpaHbl OOBEKTA.
[IporpamMmMuoe obecriederne oOeclednBacT IIaHMPOBAHME, HACTPOUKY H OKCILTyaTalMIO KOMIIEKCA

TexHMUecKux cpezcts oxpansl « MYPEHA 1 CBy» (FOCI1.425148.004).

1.2. ®yHKUIHMH IPOrpamMMbl

[10 «FOMUPC Cpenctra BezomacHoctr Linux» IpeIHA3HAYEHO UL BBITOTHCHUS CIIEAYIOIIHMX
byHKIHUH.

1. ABTOMaTHUeCKas 3arpy3Ka KapThl 00beKTa U3 VIHTepHET WK pydHas 3arpy3ka KapThl/ILIaHa
00BeKTa U3 MPEBAPUTEIHHO COXPAHEHHOIO K31IIIA.

2. VimpaBneHwe KapTOW/MIaHOM: MacIITaOMpOBaHME, IIOBOPOT, IIEPEeMEIICHHe KapTel C
IIOMOIIBIO TIEMEHTOB YIIPABICHUS U MBIIIKH.

3. JloGaBneHHe W yhaleHHEe HA KapTy SJIEMEHTOB OXpaHbl (M3BELIATENe W TENCBH3MOHHBIX
KaMep) BPyUHYIO C IIOMOIIBIO MBIIIH.

4. HauneceHue 30H 00Hapy/KEHUs U3BEIIATENEH Ha KapTy 00BEKTa OXPaHEL.

5. Co3jaHue W pelNaKTHPOBAaHWE CIIEHAPHEB TPEBOT: COIOCTAaBICHHE COOBITUH (CpabaThIBaHMU
U3BeIarTend) M JeHCTBHA (aKTHBAIWs KaMephl, YIPaBIEHHE IIOBOPOTHBIM YCTPOWUCTBOM, 3aMBIKAaHHUE
peNeHHBIX BBIXOJIOB).

6. BzaumomelcTBUME CO BCEMH TEXHHYECKUMU CPEACTBAMH OXPaHBl KOMIIIEKCA TEXHUYECKUX
cpencts oxpanbl «MYPEHA 1 CBy (IOC/II1.425148.004).

7. Pa6ota ¢ ceThro Mypena mo npotokory TCP gepes konneHTpaTop MypeHa-ceTh, 00 Yepes
xouseprep USB/RS485 B pesxume KIIIIO.

8. Tlommepka 10 4 HE3aBUCUMBIX IIOPTOB MOAKIIOUEHHs K ceT MypeHa.

9. Cuarue/mocTaHOBKA yCTpoiicTBa (M3BemaTelis, JaT9MKa) Ha OXpaHy.

10. ABTOMAaTH3MPOBAaHHOE U PYYHOE YIpPaBIE€HUE KOHTAKTaMH pejie U3BEIlaTeNIeH.

11. ABToMaru3upoBaHHOe U pyduHoe ympasieHue IP-xamepamu c¢ PTZ mo mporokomy
Domination AP

12. Tlonyuenue BumeonoToka ¢ IP xamep mo nmporokoly RTSP u BeIBOZ BHAEOM300pakeHus Ha
9KpaH MOHHUTOpA.

13. ABTOMATHYECKOE BOCCTAHOBJIEHHE TIOAKIIOUEHHS K YCTPOMCTBaM (M3BEINATENIIM U KaMepaM)
Ipu 00pEIBaX CBSA3H.

14. ABTOMaTHYECKH BBI30B IIPeIyCcTaHOBOK [P kaMep 1o TpeBore OT U3BEILATENS.
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15. ABTOMaTHueCKas aKTUBAIMS PEIEHHOr0 BBIXO/A II0 TPEBOIe OT U3BEIIATE L.

16. Ympasienue JOCTYIIOM I Pa3IMUHBIX I0Ib30BATEIEH.

17. Bo3MOXHOCT CMEHBI IIOTH30BATENS YEPE3 OKHO aBTOpH3almy 6e3 octanoBKH paboTer I10.

18. Pacmpenenennbii uHTepdeiic mporpaMMbl, obecmeduBarolui paboTy Ha HECKOIBKHX
MOHHUTOPAX ¥ HECKOJIBKUAX PabOouuX CTONAX.

19. OtobpakeHre TEKYIIETO COCTOAHHS YCTPOUCTB.

20. OtobpakeHHe OYepeny HEMOATBEPKICHHEIX COOBITHH, MOCTYIHMBIIHX C OXPaHAEMOTO
pyoexa.

21. B03MOXKHOCTB cOpoca OTIOKEHHBIX (HETIOATBEPKAECHHBIX) COOBITHH.

22. T'paduueckas MHAUKALKA IPOIAJAHUS CBSI3H C U3BEIIATEIIAMH.

23. HactpauBaemas 3ByKOBas H Tpaudeckas CHUTHAIM3alus O IIPOU3OIIEIIINX CcOOBITUSAX
(TpeBorax) ¢ IoCieLyIomel OICBETKOM 30HbI HOCTeAHEeH TPEBOTH Ha KapTe 00BEKTa OXPaHEL

24. ABTOMAaTHYECKOE IOJAKIIOYEHHE JI0 12 BHAECOIIOTOKOB IO TPEBOTaM OT AaTUUKOB.

25. Benenue xypHaia COOBITHH B JOKaIbHOM Oa3e NaHHBIX.

26. CoxpaHeHHe KOPOTKMX TPEBOXKHEIX BHJEO PONMMKOB (B (aifoBoii cucTEME) U CCHUIOK Ha HUX
B JKypHaJIe COOBITHH.

27. TIpocMOTp COXPAHEHHBIX BUIEOPOIIMKOB HENOCPENCTBEHHO U3 XKypHaia COOBITHI.

28. ABTOMAaTHYECKOE PE3€PBHOE KOMMPOBAHHE (aiiIoB IIPOrPaMMBI IO PACITHCAHUIO.

1.3. TpeGoBaHUs K TEXHUYECKHM CpeACTBaM

TexHUYeCKHe CpeAcTBa HCmomb3yemoit OBM  IOKHEI COOTBETCTBOBaTh TPEOOBAHHSM,
PEKOMEHIOBAHHEIM /I YCTAHOBKM ONEPAlHOHHOM cucTeMbl Astra Linux Special Edition 1.7.
PexoMeHTyeMble ITapaMeTphl ueronbszyemoit OBM (apxutexTypsl Intel):

- paspemenue BuneomonuTopa 1920x1080;

- mporeccop Intel Core 15 10-nmoxonenus;

- 16 I'baiiT onepaTUBHOM IIaMSITH;

- 200 I'BaiiT cBOOOIHOTO MECTA Ha KECTKOM IHCKE.

1.4. TpeboBaHusI K NIPOrpaMMHBIM CpeACTBAM

Ina  pysxuuonuposanus 110 «IOMUPC CpencrBa besomacmocts Linux» HE0OXOIUMBI

crenyrorze mporpamMmuse cpenctsa: OC Astra Linux Special Edition 1.7.
1.5. TpeboBanusa K nepcoHay

Oneparopsl, padoraromue ¢ [10 «FOMUPC Cpencrsa bezomacnoctu Linux» oGs3ansl 0bnanats

HaBBIKaMH paboTel ¢ DBM, 3HaTh OCHOBHBIE KOMaHIB! W mopsmok paborer ¢ OC Astra Linux Special

57 %/ A0 (3, 21
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Edition 1.7 ¥ O3HAKOMHTBCS C OKCIUIyaTallMOHHBIME HOKyMeHTamu Ha 11O «IOMUPC Cpenctaa

Bezomacroctu Linux».
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2. CTPYKTYPA ITIPOI'PAMMBbI

[1O «FOMUPC Cpenctpa besonmacroctr Linux» npeacTaBisgeT coO0R ABa NPOrpaMMHEIX MOIYJIS,

pEaNN30BaHHBIX B BH/E MPOIECCOB OMEPALMOHHON cucTeMbl. IIporpaMMHBI MOIYNE USt IPENCTaBIIIET

coboif ocHoBHoe mpuimoxenne APM. IIporpamMMHBI =~ MOIyIb nNVr IPEACTaBISET  COOOH

BHJICOPETUCTPATOP, B3aUMOZEHCTBIE ¢ KOTOPHIM IPOU3BOAUTCS MOCPEACTBOM CIENHAIBHOIO CETEBOIO
IIPOTOKOTA.
Ucnonusemele ¢ainsr I10 pacmomararotcs B KaTayjore /opt/ust. @ainel I10Ib30BaTENBCKHX

JAHHEIX (IPOEKT, JKypHAJ COOBITUM, BUIEOAPXUB) PACIIONaraloTcs B karanore ~/.Jocal/share/Umirs/ust.
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3. VCTAHOBKA 1 HACTPOIKA
3.1. IIpeaBapuTeNbHAS HACTPOHKA ONEPAHOHHOM CHCTEMBI

3.1.1 Bxoxa B cucremy

Bxmounts 119BM, noxnmatbes oxkonuanus sarpysku OC  Astra Linux Special Edition #n

nosiBieHMs Ha skpane [[DBM mpurnaimmenus [l PErUCTPAliy MONb30BaTeNd U rpaduuecKoro BXomua B

cucteMy (pHCYHOK 1).

v fieMcTBMA T CEecchn

Bxoa sastra

G SO,

Mepeszarpyska CoH Boikniouenue CP, 26 fIHB 16:03

Pucynox 1 — Peructpanus IoIb30BaTeNld U BXO B CUCTEMY
B mone «MMsi» BBECTH MMS [IONMB30BATENd, 3aMAaHHOrO Ha 3Talle yCTaHOBKM, B moie «llapomby
BBECTH [IApOJIb, 3aJaHHBIN JUTS 3TOTO MOMb30BaTeNs Ha sTane ycranoBkd OC Astra Linux Special Edition.

Haunéres 3arpyska rpapudeckoit o6onouxu OC Astra Linux Special Edition (pucyHox 2).
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Mo#
KOoMnLioTeD

= il 16:06
<])) ﬂ EN'| ¢p, 26 sir |
Pucynok 2 — I'paduueckas o6onouka OC Astra Linux Special Edition 1.7

3.1.2. 3anyck TepMHHAJIA

Ha maxeny 3a1a4d HaxaTh KHONKY «CrapToBas MeHto-nanens Flyy (u300paixena B BUIE 3BE3/IBI) U

nanee 3aiiTH B MyHKT «Y THIMTBD, B HeM — « Tepmunan Fly» (pucyrox 3).
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> TepwwwanFly
B Meuenxep daiinos
W TMomwuTtuka BesonacHoCTH
8 MeHegpxep nakeTos Synaptic

# 3anyck npuioXeHua
¥ WudopMaina o cucreme
% KoHTpons LenocTtHocTU (aitnos

Kondurypauusa ayguta

MeHenxep ycTpoUcTs

MoHuTop Gatapeit QBat

} MynkTUTEpPMUHANGHDBIA DEXHUM

Ouepenk nevyatt

Mouck painnos

[puHTEpS

MNpoBepka LenoCTHOCTH CUCTEMBI
i MNpocmoTtp cucTemHsix xypHanos KSystemLog
® Penaxrop pasaenos Gparted
& CepeucyaancHuex USB-HakonuTenen
E Ceccwio soccranoBuTh
f3 Ceccuio coxpaHmnTh b @@
® CHHXpPOHUIaLKMS BDEMEHHK )
M CucremHbIA MOHUTOD
[a] VrnpasneHWe NeyYaTeio JOKYMEHTOB

@ LleHTp cUCTEMHBIX OTUETOB ]1)) n a C‘gﬁ;&ga :

Pucynoxk 3 — Mewnro 3amycka Tepmunaia Fly

B pesynprare Ha sxpane [I9BM oToOpasuTcs OKHO TepMUHAIa (PUCYHOK 4).
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[>.| = : bash — Tepmunan Fly -

dann lpaska HacTpoika CnpaBka

lucer@astra

(~) < b B [en|| 16:98

Pucynok 4 — Tepmunain

3.1.3 Hacrpoiika npas 1oJib30BaTes

Il TIpefloCTaBeHus TEKyIeMy I[OTB30BATeo BO3MOkHOCTH paboTsl ¢ COM-mopToM (pum
MONKIIIOYeHHH K ceT Mypena uepe3 amantep USB/RS485) HeoOXomuMO BBIIONHUTE CIEAYIOLIME
KOMAaH/IbI:

sudo usermod -a -G dialout username

IJie username - UMs IOIb30BaTENs

[Tocile BBHIIOMHEHHS STHX KOMAHJ HEOOXONMMO BBIATH W CHOBAa 3aliTH B CHCTeMy OO
mepe3arpy3uTh KOMIBIOTED.

TTnst Bxozma nmomns3osatens B [10 «FOMUPC Cpexncra BezonacrocTu Linux» B pexxumMe orneparopa
6e3 mapomst HeoOXOIUMO T00aBUTh €T0 B IPYIIILY USt-USErS TPH IOMOIIY CJIETYIOIUX KOMaHL:

sudo groupadd ust-users

sudo usermocd —-aG ust-users username

rje username - ¥MAg I0JIb30BaTCIIAd

g 4 %, 20, (2. 21
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Jlis Bxoma mompsosarensi B 110 «FOMUPC Cpencrsa besomacHoctn Linux» B pexuMe
AMUHECTPATOPA MUTH OmepaTopa Ges maponis HeoOXOAMMO HOOaBUTh €ro B IPYIILY ust-admins npu

IIOMOIIH CICAYIOINX KOMaH/:
sudo groupadd ust-admins

sudo usermcd -aG ust-admins username
TAC usermame - uMs TI0JIB30BAaTEA
HOCJ’IG BBIIOIHEHUS ATUX KOMaHJ TaKXeE HGO6XOI[I/IMO BBIATH M CHOBA 3aUTH B CUCTEMY J'II/I6O

Hepe3arpy3uTh KOMIBIOTED.
3.1.4. KonupoBaHue Peno3HTOPHEB HA )KECTKUH JHCK

JlaHHEIA IMar sABISETCS HEoOA3aTeNbHBIM, OJHAKO, MPOBEICHME OMMCAHHBIX NAIICC onepanui
YIIPOLIAET YCTAHOBKY POTPaMMHOr0 obecredenus i paboTy ¢ OIEpalMOHHON CHCTEMOH B JabHEHIIIEM.

JUIs KOIMpPOBAHWS PETOSHTOPHEB HA JKECTKHH [MCK HEOOXOIMMO BBUIONHHTE CIEYHOIHME
JIEUCTBUA.

1. Vcramoeuts ycranosounsrt guck OC Astra Linux Special Edition B yCTpOUCTBO YTCHUS
KOMTIIaKT-TUCKOB.

2. IIpuMOHTHPOBATh OUCK IPU IOMOIIH KOMAHI!
sudo mkdir /media/cdrom
sudo mount /dev/cdrom /media/cdrom

3. CxommpoBaTh Ha JIOKAIBHBIA JUCK OCHOBHOM PpEMO3UTOPHM IIpW TOMOIIM KOMAaHZ:
sudo mkdir /opt/repos/main
sudo cp -ax /media/cdrom/pool /opt/repos/main/
sudo cp -ax /media/cdrom/dists /opt/repos/main/

4. Pa3MOHTHpOBATb TICK pu ITIOMOIIIH KOMaH/IbL:
sudo umount /media/cdrom

5. VCTaHOBHMTH IWCK co cpeacTBamu paspabotki OC Astra Linux Special Edition B yCTpOHCTBO
YTEHUS KOMIIaKT-IUCKOB.

6. IlpuMOHTUpPOBATH ° TTUCK npu TIOMOIITH KOMAaHI:
sudo mkdir /media/cdrom
sudo mount /dev/cdrom /media/cdrom

7. CkomMpoBaTh HA JIOKANBHBIM MMCK OCHOBHOM DEMO3HTOPHMH TPH MOMOLM KOMAHI:
sudo mkdir /opt/repocs/devel
sudo cp -ax /media/cdrom/pcol /opt/repos/devel/
sudo cp -ax /media/cdrom/dists /opt/repos/devel/

8. Pa3MoHTHpOBATH JIUCK npu TIOMOIIIA KOMAaHIbL:
sudo umount /media/cdrom

9. JI06aBUTH CKONMPOBAHHBIC PEIO3MTOPHH B CHUCTEMY YIpPaBICHHUS IAKETaMH, OTKPHIB daitn

/etc/apt/sources.list " 3aMEHUB ero COZIEPIKUMOE CIIEIYIOITUMHU CTPOKaMH:
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deb file:///opt/repos/main 1.7 _x86-64 main contrib non-free

deb file:///opt/repos/devel 1.7 x86-64 main contrib non-free
10. O6HOBUTH CITUCOK MTaKeTOB mpu IIOMOIIIH KOMaH/IbI

sudo apt update

3.2. VeTaHOBKA H 3aIlyCK IPOrpaMMHOro odecrneyeHns

3.2.1 YcTaHOBKA MPOrPaMMHOI0 obecrevdeHust

Jliist yCTaHOBKHM TIPOTPAMMHOT0 00eCIIedeH st He0OXO0IMMO MPOU3BECTH CIIEAYIOMHE TeACTBH:

1. Veramosute muck FOCJII1425979.169 12 02 "IIporpamMmuoe oOecredeHue "IOMUPC
Cpencrea BesomacHocTu Linux". TekcT mporpammel (B MaIMHHBIX KOJaX)" B YCTPOHCTBO YTCHUA
KOMIIaKT-/JUCKOB,;

2. TlpuMoHTHPOBATH ITUCK npu TIOMOIIH KOMaHI:
sudo mkdir /media/cdrom

sudo mount /dev/cdrom /media/cdrom

3. CKomMpoBaTh HA JIOKAIBHBIM MUCK MHCTAUIATOP HPOTpaMMbl IIPH IIOMOIIM  KOMAHZ
cp -ax /media/cdrom/ust-setup.run ~/

4, pa3MOHTHPOBATH TIUCK mpu TTOMOIIH KOMAaH/Ibl
sudo umount /media/cdrom

5. 3amycTHTh HHCTAJUIATOP 110 pU TOMOIIA KOMaH[bI
~/ust-setup.run

TMocie BHINOTHEHWS OMUCAHHBIX KOMAHA OyZeT OCYIIECTBIEH 3almycK IpPaduIecKoro
wHCTAIATOpa. i 3aBeplIeHHs yCTaHOBKM HEOOXOMMMO CIIEN0BaTh MHCTPYKIMAM HHCTAJLIATOPE, H
1oCIIe 3aBEPIIEHHs YCTaHOBKY Ha)kKaTh KHOMKY “T'0ToBO™.

Veranosrennoe 10 «IOMUPC Cpenctsa Besomacroctr Linux» MOXHO BBI3BaTh, BEIOPAB APIIBIK

«FOCB» Ha pabodem CTOJE ONEPALAOHHON CUCTEMBL
3.2.2 HacTpoiika aBTo3aImycKa NporpaMMHOro obecnedeHus

Jlns moGasrenns 110 “IOMUPC Cpencrea BesomacroeTu Linux” B aBTO3arpysky He0OX0IUMO
BBIIIOJIHUTH CIIEIYIOINHUE NEHCTBHUS.

1. B IJIaBHOM MEHIO OIEPAIHOHHOM CHCTeMBI BEIOPATh MyHKT “TlaHens yrpaBieHus .

2. B masen: ympaBleHWs OTKpbITH pasgen “Cucrema” W BBIOPATH MYHKT “ABTro3zamyck’ (cM.
PHUCYHOK 5).

3. B oTKpeIBIIEMCs [uMajore HaXkaThb KHONKY ““+” H CO3JaTh OJIEMEHT aBTO3almyCka B
COOTBETCTBHMHU C PUCYHKOM 6.

ABTO3amycK MPOM3BOAWTCS B PEKHME omeparopa. i aBTro3amycka HEOOX0IUMO, YTOOBI

[OTH30BATENb OBUT OOABICH B IPYIIIE! Ust-users WK ust-admins B COOTBETCTBUM C Pa3/IeIoM 3.1.3.
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3.3. Hacrpoiika napamMeTpoB Ge30IMacHOCTH ONePAIHOHHOH CHCTEMBI H IIPUITOKEHHS

3.2.1 O0mue MOJI0KEHHUHA

Ins dysxumonuposagus [10 mporpaMMHOTO obecrneuerns «IOMHPC Cpexncrtsa besomacHOCTH
Linux» HeoBXomuMa IIpeABapUTENbHAS HACTpoiika OIeEpaliOHHOHW CHCTEMBI B  COOTBETCTBHH c
TpeGOBaHUSIME K KJIACCY 3alIUINEHHOCTH OT HCJH 1T'. HacTpolika BBINONHSETCS B COOTBETCTBHHU C
PYKOBOJSIIAM JTOKYMEHTOM ABTOMATH3MPOBAHHBIC CHCTEMBL 3ammra OT HECAHKIUMOHHPOBAHHOTO
J0CTyIa K MHGOPMAIHH.

Knaccudukarnusi aBTOMAaTU3MPOBAHHBIX CHCTEM H TpeGoBaHMA 1[I0 3aluTe HH(OPMAIUH.
HacTpoiika ImapaMeTpoB Ge30IMaCHOCTH OCYILIECTBILAETCS B COOTBETCTBUM € IOKYMCHTOM “B03MOKHOCTH
peau3auy Mep 3alUuThl KH(OPMAIMH B COOTBETCTBUM C IIPHKAa3OM @®CTIK Poccuu Ne 17 cpencrBamu
ONEpAMOHHON  CHUCTEMBI  CICLHANbHOrO  Ha3sHAYCHHA Astra  Linux  Special  Edition

( https://wiki.astralinux.ru/pages/viewpa,qe.action‘?pa,qeld*—‘l 81666089) 51 SKCILTyaTallHOHHON

JOKyMeHTaIeil Ha OIEPaIlluOHHYIO CHCTEMY.

JIns HACTPOKKH TAapaMeTpoB OE30ITACHOCTH ONCPAIMOHHOH CHCTEMBI HMCHONB3YETCA IITaTHAd
yTunuTa “YipaBleHue MOITUTHKOR Gesomacuoctr”. JIId 3amycka 9TOM YTHIUTEI HEOOXOIUMO B ITIaBHOM
MEHIO OIIEPAIIMOHHOM CHCTEMBI B MEHIO “CpcTeMuble” BEIOPATh COOTBETCTBYIOMIMH APIBIK (PHCYHOK 7).

' JIaBHOE OKHO TIPMIIOKEHHS 0TOOpakeHO Ha PUCYHKE 8.
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PucyHOk 8 — [TaBHOE OKHO YTHIIMTHI Y IPaBICHHAE TIONUTHKOM 6€30MacHOCTH

[IpocMOTp JKypHama COOBITMH OCYIIECTBIAETCA IPH IOMOIMM IPHIIOKCHHA KSystemLog

(pucyHok 9, pucynok 10).
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Pucynoxk 10 — I'taBHOE OKHO IIPOTpaMMbl IPOCMOTPA JKYPHAIOB COOBITHIH

3.2.2 Hactpoiika nofacucTeMbl yIPaBJIeHHS JOCTYIOM

B cooTBeTcTBMM ¢ TpeGoBaHMSMEM K Kiaccy 3amulneHHocTd 1I, Tpebopamus K IOACHCTEME
YIIPABIECHUS TOCTYIIOM BKIIFOUAOT B ceOs:

JOJIKHA OCYIICCTBIIATHCA I/I,HCHTI/I(l)I/IKaIIHH M IIPOBEPKA NOAIMHHOCTH C}"6T>6KTOB JOCTyIla IIpH

BXOJE B CHCTEMY M0 HIeHTH(GHKATOpy (KOXy) M IapoNI0 YCIOBHO-IIOCTOSHHOTO IEHCTBHS,

JUIMHOHN He MeHee IIeCTH OYKBEHHO-ITU(PPOBBIX CUMBOTIOB;

- JOMKHA OCYLIECTBJIATHCS MACHTH(UKAIMS TepMuHaIoB, DBM, y310B ceTn OBM, KaHanoB CBs3H,

BHEIIHUX yCTpoucTB OBM 1O JIOTHYECKUM UMEHAM,

- JOMKHA OCYINECTBIATHCS MASHTH(UKAIMS MIPOrpamMM, TOMOB, KaTajoros, (aiinos, 3amuceq,
moaeH 3amucel 10 UMEHAM;
- JIOIDKEH OCYINECTBISTHCS KOHTPONb JOCTylna CyOBEKTOB K 3allMlaéMbIM pecypcaMm B

COOTBETCTBUHU C MAaTPHUIEH AOCTYIIA.

Vnentuduxanus ¥ ayTeHTH(QUKAINS I0Ib30BaTeNell OCYIECTBIIETCS BCTPOSHHBIMU CPEICTBAME
OIEPaOHHON CHCTEMBI JIOKATEHO P BXOJE B ONEPAIMOHHYIO CHCTeMY. J[JIs HACTPOMKH OrpaHHYCHUS
Ha MUHUMAJBHYIO [UIMHY MapoJisi HEoOXOMMMO B IPHIOKEHHN YIIpaBIeHUe MONUTUKON Oe3omacHoCTh”

o ss

B pasmerne “IToNMUTHKM YUeTHBIX 3amuceit” BeIOpaTh MyHKT “IIoMUTHKY maponei’” W yCTaHOBUTH 3HAUCHHUE

“MuHUMAanbHAs [UIMHA Taponst’” paBHEIM 6 (pucyHok 11).
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urweon HeacnacwocTit - FIOANTAKS CAOXHOCTH NARCAR. HaCTpoWEn pam crackih
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;_! fiposepa MMERK NONDINASTENA {(Tonsxe ans pam_crackiib)

T nposepxa GECOS

j np;‘,‘*c*‘??k ANR NONREORETENS 7o ot

MuHiMaNEHaR GAwHa T 1R (MusaryM 6 CUMBOROR):

&

T MuaiMansioe KoMuseCTRC CTpo=Hel SYKa B HOBOM Napane:
- € L T} Misnmansuos KONMHECTBO 3arnasrey GyKS B HOSOM Napone:

T Musa Lme KATHeCTBC LD caor N )
Ml ] MussmansHos KonM4eCTBO LWbp 8 HOBOM Napone:

—
et MitHMMAnbH0e KOANHECTBO APYrvy CHMEONDE B HOBOM Mapona:

14:10 |
4T, 10'9EB |

r\'p)afﬁt

UnentnbuKanus yCTPOHCTB OCYUIECTBIACTCS —BCTPOCHHBIME CpelcTBaMM  OIEPAIMOHHOM
CHCTEMBI IO JOTMYECKAM HMMEHaM, 10 KOMOWHAIMK MMEHH, JIOTHIECKOTO, (U3UUECKOTO aIpecoB, IO
uHhopMaruu 00 YCTPOHCIBE JIOKAIBHO. VnenTuduKanus IporpaMM, TOMOB, Karajoros, aiinos,
samuceil, TONEH 3amucedl OCYIIECTBIACTCS BCTPOSHHBIMU CPEICTBAMU OIEpAIMOHHON CHCTEMBI IO
OIMUECKHM MMeHaM. VImeHTuQukamus BCEX OOBEKTOB H yCTpOMCTB M HPUMEHCHUE PE3YIbTAaTOB
MTeHTH(GUKAIIAY TPOM3BOIATCS OTEPAIOHHON CHCTEMOIT TI0 YMOITUAHHUIO, B TOM HYHCIIE IPH peanu3allii
MEXAHM3MOB VIIPABIEHHUs JOCTYIIOM, KOHTPOIA IENOCTHOCTH, PE3CPBHOTO KOIIMPOBaHUS M PErUCTPalluy
COBRITHM GE30TIACHOCTH, CBA3AHHBIX C STHMM 00BEKTaMH JNOCTyIa. Janupii mapaMerp 6e30MaCHOCTH HE
TpebyeT JOMOMHUTENbHON HACTPOHKH.

KOHTpOTh JOCTyNa OCYIIECTBIISETCS MPH TMOMOIIM BCTPOCHHOTO B OIEPAIOHHYIO CHCTEMY
MoHuTOpa obpareruit. MoEMTOp 0GpalleHni Npe1yCcMaTpUBacT IMCKPEIMOHHOE, MAHIaTHOE U PONIEBOC
YIIpABIEHHE JOCTYIIOM, & TAKXKE PeaTu3alluio MaH/aTHOTO KOHTPOIIS 1[eTIOCTHOCTH. PelneHue o 3ampere
WM paspelleHdd OCTyHa CyOBeKTa K 06BeKTy IPUHMMAETCS Ha OCHOBE THIIA OICpalli (uTenue,
3aITich, WCTIONHEHKE). YTIPaBIeHHE TOCTYOM OCYIIECTBIACTCA HPUMEHHTEIRHO KO BCeM OOBEKTaM,
BKITIOUAs 0OBEKTHI (haiinoBoit cucTeMsel, 0a3bl JAaHHBIX, IPOLECCaM i yCTPOUCTBAM.

JIjis yrpaBieHus JUCKPEIUOHHBIMA arpubyTamMu (aia WiIx Karajora Heo6xoauMo B (hailloBOM
MeHeDKEPE BBLIEIUTE HYKHBIH (ail, B KOHTCKCTHOM MEHIO BEIGpaTh MyHKT “CBOMCTBA” U MEPEHTH Ha

pranky “JIMCKpEelMOHHble aTpUOYTHL” (pucynok 12). Ha 5To#l BKJIAAKE MOXKHO HM3MEHMTH NOCTYH K
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PA3MMYHBIM TUTIAM ONEPAlUH JULT PasIHYHBIX ronp30BaTeneil W IPYII - B COOTBETCTBHH C MaTpPHIEH

JOCTYTIA.
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Pucysox 12 — YnpapineHue TUCKPELAOHHBIMH aTpudyTaMu

14:25 |
4T, 10 OEB |

HeobxomuMas HACTpOMKa IpaB AOCTyNa K MCIONHAeMbIM (aifnam H pecypcam 10 «XOMUPC
Cpencrsa Besomacnoctr Linux» OCYIMECTBIAETCS aBTOMATHYECKM NPH YCTAHOBKE MPHIOKEHHA: BCCM
[107TP30BATENSM [IPEIOCTABIAIOTCS TIPaBa Ha YTeHHe U 3amyck K daitnam 110. Hactpotika npas A0CTyna K
aitnam MAHHBIX TAKKE MPENOCTABIACTCA aBTOMATHYCCKU TIPH paboTe MPUIOKEHHUS: [paBa MOCTyIa K
daiiTaM [aHHBIX, CO3JAHHBIM TEKYIIMM IIOJb30BATENEM, TPENOCTABIIIOTCA TOMRKO  TEKYLIEMY

omb30BaTeNo. JlaHHbIA TapaMeTp 6e30MacHOCTH He TpeOyeT IOMONHUTEIBHON HACTPORKH.
3.2.3 Hacrpoiika moacucTeMbl perucTpaluy U y4eTa

B COOTBETCTBHEM ¢ TpeGOBaHMAMM K Kiaccy sammmenHocTd 1I', TpeOOBaHMA K MOICHCTEME
PETHCTpAlliy ¥ y4eTa BKIIOYAoT B CeOsL:

- JIOJDKHA OCYIIECTBIATHCS PETMCTpalys BXofa (BBIXOJa) CyOBEKTOB HOCTYNa B CHCTEMY (u3
CHCTeMBI), MO0 PErHCTpamus 3arpy3kKd ¥ HHUIMATM3A0AM ONCPAIMOHHOM CHCTEMBI M &e
IPOrPaMMHOTO OCTAaHOBA. PermcTpamus BBIXOIA M3 CHCTEMBI WM OCTaHOBA HE IPOBOMMTCH B
MOMEHTEHI anmaparypHoro orkimodenus AC;

- JIOJDKHA OCYIIECTBIATBCS DPErWCTpalys BbIIa4M II€YaTHBIX (rpadudeckrX) IOKYMEHTOB Ha

"TBEpAYIO" KOIIHUIO;
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- JIOJDKHA OCYILECTBIATHCS PETHCTPALHS 3aycKa (3aBEPIIEHES) IPOrpaMM U IIPOLECCOB (3amanui,
3a1a4), IpeTHA3HAYEHHBIX Ul 00pabOTKY 3alMIIaeMbIX (aiiios;

- JIOJDKHA OCYMIECTBIIATBCS PETHCTpAalys MOMBITOK AOCTYHa MPOTPAMMHBIX CPEICTB (mporpamm,
IIPOLIECCOB, 3a/1a4, 3a/JaHNUiT) K 3aIuInaeMbM (aimam;

- JIOJDKHA OCYIIECTBIATHCS PEHCTPAlUs HOIBITOK JOCTyIa IPOrPaMMHBIX CPEACTB K CIEIYIOMHIM
JOTIOTHATEIGHBIM 3alllUIaeMbIM O0BEKTaM JOCTYIa: TEPMHUHAIIAM, DBM, ysnmam cetu OBM,
JAuHAAM (KaHamaM) CBs3M, BHEIIHUM yerpoiicteam OBM, mporpammanm, TOMaM, Karanoram,
(atinam, 3amHcAM, TOIAM 3aUCEH;

- JIO/DKEH IIPOBOIMTHLCA yUYeT BCEX 3allMINAeMbIX HOCHUTENeH uHGOpPMAIMK C IIOMOIIBIO HX
MApKHPOBKH U C 3aHECEHHEM YUETHBIX JAHHBIX B XKypPHAT (YHETHYIO KapTOuKYy);

- ydeT 3aIMIIAeMBIX HOCHTENEH MOKEH MPOBOIUTEC B JKypHANE (KapTOTeKe) C perucTpaluel ux
BEIIAUH (TIpUEMa);

- JOTKHA OCYIIECTBJIATHCS OUHMCTKa (0OHYICHHE, 06e3mMYrBaBre) OCBOOOXKIAEMBIX oOacTel
omepaTUBHOM mamsti OBM i BHEUTHUX HAKOIUTETICH.

Perucrpaiius BXOa M BBIXOa CyOBEKTOB [OCTYIA B CUCTEMY, @ TakKe 3allyCKa M 3aBCPINCHHU
paBoTBI OMEPAIMOHHOM CHUCTEMBI BEITIONHSETCS ONEPALMOHHON CHCTEMOM IO YMONYaHHIO. 3aIlUCH O
aBTOpH3alUM CyOBEKTOB JOCTyNa HaXOLATCA B JKypHAIE aBTOPU3ALUH (pucynox 13). 3ammcu o

3aBepIIeHuH PabOTH OIEPAITMOHHON CHCTEMBI HAXOAATCS B JKypHAJIC ayuTa (pricyHOK 14).
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PucyHok 13 — 3amucu )KypHana coOBITHH 00 aBTOpU3aIUHX I0Ib30BaTENA
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Pucyrok 14 — 3amnucu sKypHaa CoOOBITHH 0 3aBEPIICHUHA pabOThI CUCTEMEI

JlaHHBIA TapamMeTp OE30IIaCHOCTH PpEalu3yeTcs BCTPOCHHBIME  CPEACTBAMHU OIepaIiOHHOM
CHCTEMBI [I0 YMOIYAHHUIO U He TpeOyeT TOTOTHUTENBHOM HACTPOHKY.

Jlnst pervcTpalliy 3amycka IpOTpaMM M IPOLECCOB, MOMBITOK NOCTYIa NPOrpaMMHBIX CPEACTS
(mporpaMM, TIPOLIECCOB, 3a71ad, 3a/laHUM) K 3aIlHIIaeMbIM daiimam ¥ ZOCTyNa IPOrPAMMHBIX CPEACTB K
ClIeyFOIIMM OTIOHATEIBHBIM 3alIaeMbIM 00BEKTaM J0CTyHa: TepMHUHATIAM, OBM, y3maM ceTH
DBM, nuHHAM (KaHamam) CBsI3M, BHEIIHMM YCTPOHCTBaM DBM, mporpamMMaM, TOMaM, KaTajoram,
(aitmam, 3amucsM, DOISM 3aIlECEH TakKe MHCIONB3YIOTCS BCTPOCHHEIC B ONEPANMOHHYIO CHUCTEMY
cpencrBa aymurta. s poGapnenms 00BEKTa B CHMCOK  OTCHICKHBACMBIX  CIYXKHT yTUIIUTA

“Kondurypanus aymura” (pEUCYHOK 15, pucyHok 10).
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% IR TIpooMOTD CHETEMHLK XypHanos KSystemlog
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E Cecomo Boccranosnth
{21 Menegwep hainos
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PucyHOK 15 — 3amyck yTHINTEI KOHQUIyparuy ayiura

Habmoge-ue 32 datnava

Dain NOK HADNCREHMeN
TpK COOTERTCTRMY NpaBMI2

_ OtmeTHTs BN

Daiin nog Hatnwgexvem

Oyte,  Jhomedu t.txt

AeiicTena noa Habnwgenem

PucyHOK 16 — ['TaBHOE OKHO YTHITATHI KOHGUIypALMH ay/IUTa

23:47 |
YT, 10.0E8

23:48 |

HT, 10.9£8 3
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B riaBHOM OKHE YTHIMTHI HEOOXOIMMO yKa3aTh MONHBEIA IIyTh K OTCIEKHBAEMOMY OOBEKTY.
ITocie 3TOro MEMOPMAIHS O MOOBIX COOBITHAIX, CBI3AaHHEIX C 00BEKTOM, OyIeT 0TOOpaKeHa B KypHAIIE

aymuTa (pucyHok 17).

T~ ¥ypwan ayauta — KSystemiog

apin  Tipaska MypHank Omeo  HacTposwa  Cnpasxa

e ™ Fd
Q (v v = & > ] N
OcrarosuTe flepesarpysuTe Cuctemunii Xypsan  KypHansapa  Aypsan asiopuzaumst Kypeano! iy
DunbTp: | testtxt £ Bce v BuSDaTh NpUODUTETE! vi
i
Bata w

7 10022022 23:48

10.02.2022 23:48

7 10.02.202223:48

7 10.02.2022 23:48

7 10.02.2022 23:48

7 10.02.2022 22:48

0 1002202223148

P
B/
o

3:50:12: AypHan yunewno 3arpy«en. v founegnes obwosnenve: 23:50:12

DD @ = 252,

D
76 cTpox /1 000 Beern. 2

Pucysok 17 — 3amucu 0 B3auMOAEHCTBHAX C 00BEKTOM B JKypHAIIe ayauTa

Inst orcnexusanns pocrtyna k 110 «FOMUPC Cpencrea Besomacroctu Linux» HeoOxomumo
7106aBUTh B CITHCOK OTCISKUBAEMBIX PeCYPcoB (pucyHoK 14) myTh K KaTtanory /opt/ust.

O6e3nuuuBaHKE ONEepaTHBHOM mamstu DBM ocymiecTBIseTCS PH IOMOIMM TexHosoruu ASLR
(address space layout randomization — «paHIOMHK3aIMS pa3MEIeH s aIpeCHOro mpocTpancTsay). ASLR
— TEXHOJOTHs, IPUMeHseMas B ONEPAllMOHHBIX CHCTEMAax, IPH HCIONB30BAHUM KOTOPOH CIydalHBIM
00pa3oM H3MEHSETCS PACIIONOKEHHE B aIPECHOM IPOCTPAHCTBE IPOIECCa BAKHBIX CTPYKTYP AAHHBIX, a
HIMEHHO 00pa30B MCIONHAeMOoro daiina, ITOArPykKaeMbeIX OHOMMOTEK, KyuH U cTeKa. JIs HCIOoMb30BaHUA
3TOM TEXHOJIOTHH HeoOXOIMMa 3arpy3ka OIepalMoHHOM cucTeMsl B peskuMe hardened kernel, koTopas
OCYWIECTBIAETCS IO yMONYAHMIO. TeXHOJOIMs BKIIOYAETCd  YCTAHOBKOM mapaMerpa  sjpa

kernel.randomize va space B yruiure “YIpaBneHue IOMMTHKON 6e30omacHocTy” (pucyHOK 18).



24
FOC/II1.425979.169 32 01

[ Ynpannewme nomermsos CesnachocTis - Texywwe NapaMeTps fA5a {oyscti}

dain  Npasks  Hacrposxe  Oomowe
~ r
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3 Tewywwe napameTpnl 7 Wabnoss
>v i Yposan sondegedi)... N B N s Rt s =<t
> = YpoBH LENGITHOCTIA Knwon Shaverte  MCTousnK
> H Mang ATl xom 1 fsprotected_hardiinks 1
s i
-3 Monutop Bezon 2 fsprotacted_symiinks i | :
= : e
3 fssuid_dumpzhle 0 |

8 i |

{5 kemelsysig 0 ;

o i T |
© sysctl i 6 kemelyama pirace_scope 3
® 30-postgresq. 7 netipw f.all.rp_fiiter 1

« 99-5ys - ) .
8 netipvd.confdefaultrp_fitter 1

923-astra

= §93-cve-201..

U MonuTins 0RHCTRA .
I Cuctemunie napame..

NonuTvkd ySETHOR 3aN...

GNn30RATeNU

P2

>

V- iz NpuBraerin
> L1 ynpaBnenue KEOTaMRA
>

2] yorponcTsa v npaswna e e s e e e e

00:11

nT, 11 0F8 |

RN o BT

Pucynox 18 — Bxmouenue TexHonorud ASLR

BezomacHas O4YMCTKAa [IaMATH Ha  HaKOIMUTCIIAX OCYLIECTBIISICTCA BCTPOCHHBIMH  CPEACTBAMH

OIICPALHOHHOM CHCTEMBl M BKITIOYAETCS AaKIMBALMEH COOTBETCTBYIOIIEH HACTPOMKH B YTHIHTE
“YIIpaBlenue TOIUTUKON Ge3omacHoCTH” (PHCYHOK 19). Ilauublif mapaMeTp O€30MaCHOCTH Pealn3yeTCsa

BCTPOEHHBIME CPEICTBAMHU OINEPAMOHHON CHCTEMBI 110 yMONHYAaHMIO W HE TpeGyeT HONOMHUTENBHON

HaCTPOMKHU.

RO (L A1

Vel

g A



g A %, LD (4. 2 [

235
FOCJII1.425979.169 32 01

P Vopaeneie nonanTieor HE30NacHOCTI - TIOANTING CURCTER DaMETH

dafin  Npaska HacTpoaky  Nosmowe
< Q@ |

¥ e BITTE NONUTE2 CnCTKY NAMATH

T OvwcTra paanencs nogeaki

FapaHTHpORam0s yAanerne $ainos 1 nNanck

s YCTOORETBO

W Tun CuncTia ¥anuecTso

1 /dev/sdal / extd ShIKICHEH Y

< i @ = | 2553

Pucynok 19 — BriroueHne 6e30MacHON OYUCTKY MaMATH

Yuer u MapKHpOBKa 3aluinacMbIX HOCHT@HCﬁ, a TakyKe perucrpanus BbIAAYH TIe4aTHBIX

JOKYMEHTOB JIOJDKHBI OCYIIECTBIIATBCS OpPraHM3allMOHHBIMI MEPaMH.
3.2.4 HacTpoiika moacucTeMbl ofecredeHHs HeJ0CTHOCTH

B coOTBETCTBHH ¢ TpeGoBaHMAME K Kiaccy 3amuimerHocTd 11, TpeGOBaHUSA K IIOJCHCTEME
oBeceueH s NeJOCTHOCTH BKIIFOYAIOT B CE0sL:

- JomKHA OBITH obOecredeHa LENOCTHOCTh IPOTPaMMHBIX CPENCTB C31M HCJ, a Taxxe
HEHM3MEHHOCTh IIPOrpaMMHOM cpenpl. [Ipy 3TOM: LEIOCTHOCTD C3M HC]I nposepsercs NpH
3arpy3Ke CHUCTEMBI IO KOHTPONBHBIM CyMMaM KOMIIOHCHT C3U; 1emnocTHOCTh IPOTPaMMHOM
cpefpl  obecTeuMBaeTCsl HCIOTB30BAHMEM TPAHCIATOPOB C  A3BIKOB BBICOKOTO YpOBHA H
OTCYTCTBHMEM CPEICTB MOAM(pUKAuK 0OBEKTHOrO KoJ[a MpOTpamMm B IPOLECCe 06paboTku U (UIH)
XpaHEHHs 3aIIUITaeMoR HH(OpMALIHHL;

- momKHA OcymmecTBisAThes (usmdeckas oxpana CBT (ycrpoucTs u HocHTeNed WHpOpPMaIUn),
IpeycMaTpUBaoIas KOHTPOJIb [IOCTyIIa B IHMOMEIIEHUST AC TIOCTOPOHHUX JIHI, HaJH4He
HAeKHBIX IPENATCTBHM Il HECAaHKIMOHMPOBAHHOTO IPOHUKHOBEHMS B IOMCIICHUA AC u
XPaHWIAIIE HOCHTe Ie! HH(pOPMAIMK, OCOOSHHO B Hepabouee BpeMs,

- JIOMKHO IIPOBOAUTHCS nepnoauﬁecxoe tectuposanue ¢yukmuit C3M HCJl mpu u3MeHEHHH
IporpaMMHO# cpezibl U mepcoHana AC ¢ MOMOIIBIO TECT - IPOrPaMM, AMUTHPYIOIMIMX OTIBITKA

HCI;



g A %7, X0 (.41

26
FOC/II1.425979.169 32 01
- JOKHBI OBITH B HAJTWYMHK CPENICTBA BOCCTAHOBJICHHA C31 HC]I, mpenycMaTpUBAIOIKE BEACHUC

IBYX Kommit mporpammubIX cpencts C3M HCJl ¥ uX IepuoauYecKoe OOHOBICHHE M KOHTPOTD

paboTOCIIOCOOHOCTH.

Jlng obecriedeHus KOHTPOIL HENIOCTHOCTH ONEpAI[MOHHON CHCTEMBI K CPEACTB 3AlIUTHI
FHPOPMAIMA KCIONB3YIOTCS CPEACTBA UHAMHUHYECKOTo U PErJIaMEHTHOTO KOHTPOISL ILENOCTHOCTH,
ABTOMATHYECKOTO U PErIaMEHTHOTO TECTHPOBAHMS (YHKIMH Ge3omacHOCTH. JluHAMAYECKUH KOHTPOIb
[(EIOCTHOCTH BBIIONHAETCS IyTeM AKTHBALMA MAaHJATHOTO KOHTPOMA MENOCTHOCTH (BKITFOUEH II0
YMONUAHHIO) ¥ IOCHeIylolmed pabOThl B PEXHUME HU3KOIO YPOBHA [[eTIOCTHOCTH. PerIaMeHTHbIA
KOHTPOIh BBITIONHAETCS IPH TOMOIM YTHIMTBL KOHTPOJA HENOCTHOCTH OIEPAIHOHHON CHCTEMEL

(pucynok 20, pucyHox 21).

5. Tepmwnan Fly

B Mewennep gainus

W IMomrrka Ge3sonacHOCTH

8§ Menegwep nakeros Synaptic

ownsorep AR R
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& Ouc W Undopuanas o crcTeme
x 3% Kontpons LenocTHocTi Gannos
G W Koudurypaums ayanrta
&5 Tpaguxa B Mewexep yCTponcTs
[®] MynsTumegsa B Mownrop Gatapeit QBat

W MynsTUTepMMHANEHEN DEXHM
@ Hayunwe peiy )
s Ouepens nesatm

af "
[ paspatioTea &, fouck gasinos

W& Yranare

" I3 TpOCMOTD CHCTEMHDBIX AYPHAN0E KSystemiog
8 Peaaxvop pasgenos Gparted
= [laHens ynpasnesns @ Cepsucypanewisx USB-HakoniTened

E Cecono soccTanosnib
(31 Menegxep dannon
£ Cecowio COXPBHIWTE

O -
Q ... NMowck @ CorxpoHnIaLMe BPOMEHN

. B CuCTesHbI HOHNTO|
[O» Jasepuwerne pabotet.. B

2 Vnpasnexue ne4aTsio QOKYMEHTOB

B LlenTp CHcTeMMLIX OTHETOB Q)) u EN 35??58 '

Pucynok 20 — 3amycK yTHIATHI KOHTPOJIS LETOCTHOCTH OIlepaIOHHON CHCTEMBI
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A TipoRepxa UenocTHOCTH

- 8 X
daan  Bug  OwnnTpbl  MHcTpymewTw  Cnpaexa
flapaMeTps! NpUBepd UEAOTTHOITY  LotTosme
TOHKR MOKTUDORAHMA HOCHTENR! /)
T YicnanezosaTe MDS-CyMmbt YCTAHORNEHHDIL NEKETCB
S ¥ ¥
DAARTPRE

APy onTANEH0 WrHopvposaTs

Fooot/ fetest
- fping fear/* H

fib/* .

OT4&TH!

HTML
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flo ymonuarito
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Pucynok 21 — ['TaBHOE OKHO YTHJIMTHI KOHTPOJLI [ETOCTHOCTH OTICPAIIMOHHOM CUCTEMEI

tsiims txt fipowno spemeanm: 0:01 OCTaBIWEECA BPEMA: HEUIBECTHO
g

[Ipu HeoOXOOUMOCTH B Clydae cOOsl OmepaldOHHas CHCTEMa MOXKET OBITH BOCCTAHOBIIEHA C
YCTAHOBOYHOTO HOCUTEIS.

I{e0CTHOCTE IPOTPAMMHOM Cpelbl 00ecrednBaeTCsl UCIONb30BAHUEM TPAHCIATOPOB C S3BIKOB
BBICOKOTO YPOBHSA HpH COOpKE MPOrPaMMHOIO OOECIEUCHUs U OTCYTCTBHEM CDEJICTB MO UKATTUA
o6BexTHOTO Koja mporpamm Ha [I9BM mpu pabore.

Pesepproe xomuposamme jaHubx 110 «IOMMPC  Cpencra  besomacHocTd Linux»
OCYILECTBIISIETCS B COOTBETCTBUH C PyKOBOACTBOM AMHHHUCTPATOPA.

Ins xomtporns uenoctrocty 10 «XOMHMPC Cpenctsa besomacHocTH Linux» TakXe MOXHO

HCIIOIB30BAT YTHIHTY afick, BXOMAIIYIO B COCTAB ONEPAIHOHHON CUCTEMBI (PUCYHOK 22, pUCYHOK 23).
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Pucyrok 23 — ['TaBHOE OKHO yTHIIMTBI KOHTPOILA HETOCTHOCTH afick

01:13
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Tl vHAMEATH3AIMA KOHTPONA TETOCTHOCTH [10 “IOMUPC Cpenctsa besomacHOCTH Linux”
HeoGxomumMo B Memio “HacTpofika” BBIOpaTh MYHKT “PemaxTpoBanue”. B TOSBHUBIIEMCS OKHE

TEKCTOBOTO PENAKTOPa HEOOXOIUMO B KOHIIE (aitna O0GABUTH CIEYIOMIYIO CTPOKY:

/opt/ust MyRule

&4 /etc/afick cond

#/etc  ETC R e

#/etc/mtab ETC - 1

s/eto/aditime ETC - mdS ) et t
/etc/aliases.db ETC - md5

/etosmail/statistics ETC - wd5

g/etc/motd ETC - 1

tpsdrift ETC - 1 - mdd

rpmisurpmi.cfg Logs |
fproxy.cfg Logs |
pa/certs/e {
P \
1 /eto/postfix/prng_exch |
| /ete/samhas/secrets. tdb

1 7etc/webmin/sysstats/modules/

e it 3

ETT S

#/1ib  MyRule |
#/1ib/modules MyRule -m ‘
# /lib/dev-state MyRule -u 1
|
i
|
|

4/root MSEC

t /root/ . viminfo
/root/.bash_history
/root/.mc

/root/tmp |

* W i

&/var/ftp MyRule
#/var/log Logs

3 ar

/var/1og/ksymoops
/varZwae MyRule
ryar Zww/html/snortsnart [
/boot GOST k
/iib/modiiles PARSEC
/etossecurity PARSEC ‘

W

*

jetc/pam.d PARSEC
/1ib/xB6_B4-linux-gnu/security PARSEC
/libssecurity PARSEC

/sbin PARSEC

/etc/fstab PARSEC

fusr/sbin PARSEC

uration {below)
guration will be upgraded
local configuration will be kepl

....................

Ad e gﬁ{, ' 01:20 |

CP, 16.0EB |

Pucynok 24 — HacTpoiika yTHIIUTHI afick
IMocie sToro HeobxomuMo B MeHio “IleficTBue” BEIOpaTh MYHKT “VIHHIMaIH3alms 6a3pl” H
N0KIATHCA OKOHYAHHUS IIPOLecca HHAIHATH3alHY. Jl7st KOHTPOTIS IIENOCTHOCTH 10 “FOMMUPC CpenctBa
Besomacrocty Linux” HE0OXOIUMO B MEHIO “JleticTBre” BHIOPATH MYHKT “Cpasaenue 6aspl”. B cimydae
HapyLIEHHS LETOCTHOCTH OJHOTO 13 ¢aitnos T1O B okHe Gy/eT BEIBEACHO COOTBETCTBYIOIIEE coo0Imenue

(puCyHOK 25)
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[ afick-gui 2.11-1
MeHio - — T ey T

datin  [edcTeua aKanu3

wactpoitka etciafick conf

~ Pazfen wamMenewmd —— -~ = i S S A SN I SSSeS R P
;ar/lib/atick/history !

fafick/sarchive

luge suffix:= lo
X checksym size:=1

30BM_File

|
0G himl htm HTM txt TXT xml hip pod chm tmp old bak fon ttf TIF bmp BMP 1pg JPG gif png ico wav WAV mp3 avi ’
|

i oon 2022/02/16 81:21:16 with afick version 2.11-1

lichanged airectory @ /opt/ust
fchanged file : /opt/ust/123.bin ;

4 0 |
f“Changeﬁ directory ‘opt/ust :
i |

: miime wed Feb 16 81:19:28 2022 Wed Feb 16 91:22:24 2827 |
dchanged file @ /opt/ust/123.bin R
| mii5 . OKELN+OKZuti2ZGOGZBINZY W/ ZBNXHnyO0EL JTIBYK+g [
i filesize 2 #3, 87 b
mtime . Wed Feb 16 01:19:20 2022 Wed Feb 16 01:22:24 2022 i
43
$# Hash database : 7 iles scanned, 2 changed (new : ©; delete : B; changed 2; dangling : @; exclude_suffix : 8; exclude prefix @ €; l
i R
> BfQIsTU |
i real time
-~ Pazpen npegynpexgeHuit ———
Ir Y
it |
Ll
i |
i ¥
~ Ceruua X042 BE 45 e S
B OroSpamaTb X0 BbINONHEHNS
3 7551
- . . " — , j109%

npowees BpEMA

01:23

CP, 16 GEB |

Pucynok 25 — Hapymmenue nenoctaocty [10
duzngeckas oxpana CBT u nepuoauieckoe TECTUPOBAHUC Gynxuuit C31 HCJI npyu n3MEHEHUH

IporpaMMHO# cpebl 1 mepconana AC TOIKHEL obecreunBaThCs MPHU TTOMOIIY OPraHU3aIMOHHBIX MED.

g /A %/, A0 14 AT
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4. TIPOBEPKA 1 KOITMPOBAHUE JUCTPUBYTHUBA

4.1. IToaroroska II9BM

IlofcyeT KOHTPONBHON CyMMBI BBINOJNHSETCS Ha TexHonorudeckod ITOBM c¢ ycraHoBICHHOH
olepalonHOi cucTeMoit Astra Linux Special Edition 1.7 ¢ moMommpio yTHIMTEL gostsum, BXOAAIMEH B
COCTAB OIEPALMOHHOM CHCTeMBl. YTHIMTAa gOStSum HCIONB3yeT Mis paboTer Ombmuoteky libgost,
peaTH3yIOIYI0 aNTOPUTMBL M IIPOLIEYPHI BEIUUCIEHHS XOM-QYHKIA B COOTBETCTBUH C NEHCTBYIOMUM
TOCT P 34.11-2012. ITo ymomuanuto ucnonssyeress anroput™ I'OCT P 34.11-2012 ¢ mmuso#n Xsmm-koJa
256 Owur.

Jng moproroBku 119BM K mojcueTy KOHTPOIBHBIX CYMM HEOOXOAMMO BBIIOMHUTE CIEAYIOUIYIO
MMOCIIE0BATEIBHOCT IEHCTRUM.

1. BxmouuTs TexHomormueckyro IIDBM, moxmathes oxkonuamus 3arpyska OC Astra Linux
Special Edition u mosiBnenus Ha skpane IIOBM mpurmamreHust [nd perHcTpanyy IOTB30BATENd M

rpaduyecKoTo BX0/ia B CHCTEMY (PUCYHOK 26).

v fewcTena v TUnceccuu

Bxon g astra

e )

Mepezarpyaka CoH BoikmoueHue @ CP, 26 AHB 16:03

Pucynok 26 — Peructpanus n0Is30BaTells U BXOJ B CUCTEMY
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2. B mone «/Msi» BBECTH MMl IIONIB30BATENS, 3aJaHHOI0 Ha 3Tale YCTaHOBKH, B mofe «[lapoms»
BBECTH IIapOJIh, 3aJAHHELA I 3TOTO Mob30BaTest Ha stane ycranoBku OC Astra Linux Special Edition.

Haunéres 3arpyska rpadudeckoit o6omouku OC Astra Linux Special Edition (prucynok 27).

o

Mon
KOMnbIaTER

Kopanua

Pucynok 27 — I'paduyeckas o6omouxka OC Astra Linux Special Edition 1.7

3. Ha nmamenu 3amad Haxarh kHonky «CraproBas MeHro-maHenb Fly» (u3o0paxkeHa B BHIE

3Be3/Ibl) U Jajiee 3aiTH B MyHKT «CucTeMHEIeY, B HeM — « Tepmunan Fly» (pucyHok 28).
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£y MpocmoTp cucTeMHbiX KypHanos KSystemlog
== [laHens ynpaBReHna 8 Penaxrop pasgenos Gparted
& Cepsucynanedbx USB-Hakonutenen
E Ceccuio BoccTaHOBUTD
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Pucysox 28 — Memio 3amycka TepMuHana Fly

SR VrunuTsl

[&l Menenxep daiinos

B pesynsTaTe Ha skpare [19BM 0T06pasHTCs OKHO TepMEHANA (PUCYHOK 29).
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| >. ~:bash — Tepmuuan Fly

®ain Tpaeka Hacrpolika Cnpaeka

16:06 |

CP, 26 AHEB |

Pucynoxk 29 — Tepmunan

4.2. ITogcueT KOHTPOJIBHBIX CYMM AUCTPHOYTHUBA

Jlng mopcyeTra KOHTPONBHBIX CYMM IOUCTPUOYTHBAa HEOOXOAWMO BBIIONHUTH CIEAYIOIIYIO
IIOCJIEIOBATEILHOCTE AeHcTBHIi. B ciiyuae, ecnu OyZeT 3ampolleH naposib, HE0OX0IUMO BBECTH I1apOTh
TIOTH30BATEIS.

1. YcranoButh muck ¢ I10 «kFOMUPC Cpencrea besomacHoctu Linuxy», FOC/I1.425979.169 12
02 B yCTpOMCTBO UTEHUS KOMITAKT-IHCKOB.

2. [IpuMOHTHPOBATE AUCK IIPH TTIOMOIIH KOMAaH/T
sudo mkdir /media/cdrom

sudo mount /dev/cdrom /media/cdrom
3. BrIimomHuTh IMOACYET KOHTPOJIBHEIX CYMM, BEIIIOTTHUB KOMaHIY:
gostsum /media/cdrom/ust-setup.bin

ITocne 34BEPIICHUA IMpoIecca MOACUYETa KOHTPOIBHBIX CYMM Ha J3KpaH MOHHTOpA 6}7I[}7T

BBIBCZICHBI PE3YJIbTaThl IIO0JICHETAa KOHTPOJIBHBIX CYMM HCXOIHBIX KOHOB. KOHTpOJIBHaE[ cymma (bai/'ma

WHCTAJUIATOPA IIPUBCIACHA B Ta6.rmue.
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Nms o6nexTa KonTtponsHas cymma

Daitn nHCTANIATOpA. fclfal353385e2b401bc85d81lacee721bdb
ust-setup.bin

cbce384c0f0£f56243ed39638a3ca
4. Pa3MOHTUPOBATE TUCK MIPU IIOMOIIH KOMAHIEL

sudo umount /media/cdrom

5. M3Bneus qUCK U 3aBEPIIUTH paboTy ¢ CHCTEMOM.

4.3 TIpoBepka KOHTPOJIBHBIX CYMM YCTAHOBJIEHHOT0 IIPOrPAMMHOr0 ofecnedeHust

J1g IpoBepKH KOHTPOIBHBEIX CYMM YCTAHOBJIEHHOTO TPOrPAaMMHOIO OOecIedeHHs He0OX0IUMO
BBIIIOJIHUTE CJIEAyIOIIME AedcTBuia. B cnyuae, ecnm OyZeT 3ampolieH Iapoib, HEOOXOAMMO BBECTH
IIapoITk TIOTb30BATENS.

1. YcTraHOBUTE IporpaMMHOe 0becrieueHre B COOTBETCTBHUM C II. 3.2

2. 3aIyCTUTh TEPMUHAT B COOTBETCTBHH C 11. 3.1.2

3. BBINONHATE MOACYET KOHTPOTBHBIX CYMM 3aTPy309HOTO MOAYJIS USt, BBIIOIHAB KOMAHIY
gostsum /opt/ust/ust

4. BLIIONTHUTE IIOACYCT KOHTPOIIBHBIX CYMM 3arpy309HOTO MOAYJIA VY, BRIIIOJTHUB KOMaHIY

gostsum /opt/ust/nvr

Ilocne 3aBCPIICHHUA IIpOIEcCa IOACYETa KOHTPOJNBHBIX CYyMM Ha 3KpaH MOHHTOpA 6YIIYT BBIBCICHBI

PE3YIbTAThl IIOACYETA KOHTPOJIBHBIX CYMM 3arpy304YHBIX MO)IyJ'IGfI YCTaHOBJIEHHOI'O IIPOTPaMMHOIO

obecnedenns. KOHTPOMbHBIE CyMMBI 3aTPy30UHBIX MOJIYJIEH IPUBEIEHEl B TAOTHUIIE.

Wms obbexTa KonTponsnas cymma

OcHOBHOH 3arpy30MHBLH MOMIYITB. 313daded2£f38b4db391cac2c8bla5f9ebbb
ust

%9e976clbceBed7e48c3d9b609788

3arpy30uHEIH MOZYIIb BU/ICOPETHCTPATOPA. 63bdacaa52b61bff19fb35a5d3e4715760b4
nvryx

3b6841a16464678£8d31b0a8bb06

5. 3aBepumuTh paboTy ¢ CUCTEMOH.
4.4 KonupoBaHue IHCTPpUOYTHBA HA (PJIDII-HAKOIUTEIb

Hist konmposanus mucTpubyTHBa Ha (II3II-HAKOIHUTETb HEOOXOAUMO BBIIOIHUTE CIETYIOIIYIO

IIOCNIEJOBATEIBHOCTD ACHCTBIA. B ciryuae, eciu OyzneT 3ampolleH maponk, HeoOX0IMMO BBECTH IIAPOIb
II0JIB30BATENS.

1. Ycramosuts muck ¢ 1O «FOMHUPC Cpenctsa Besomacaoctr Linuxy, FOCII1.425979.169 12
02 B YCTPOHCTBO UTEHHS KOMIIAKT-IHCKOB U TIOIKITIOYHTH didm-rakonuTens k [IDBM.

2. IIpuMOHTHPOBATH KOMIIAKT-AUCK TIPH MTOMOIIH KOMAHT
sudo mkdir /media/cdrom

sudo mount /dev/cdrom /media/cdrom

3. IlpuMOHTHPOBATH (IISII-TUCK [IPH TIOMOIIK KOMAH/
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sudo mkdir /media/flash

sudo mount /dev/sdbl /media/flash
4. CKomupoBaTh AUCTPHOYTUB Ha (I3MI-TUCK IIPH IOMOIIX KOMaHIbI
cp /media/cdrom/ust-setup.bin /media/flash/
[locie 3aBepIIEHHs IpOIEcca MOACYeTa KOHTPOIBHEIX CyMM Ha 5KpaH MOHHMTOpa OyAyT BBIBEACHEI
PE3YIBbTATEL IIOACHUCTA KOHTPOJBHBIX CYMM HUCXOIHBIX KOIOOB.

5. Pa3MOHTHPOBATh JUCKU IIPU IOMOIIH KOMaH/
sudo umount /media/cdrom

sudo umount /media/flash

6. VI3Beus [UCK, OTKIIIOUUTE (DIISII-HAKOMHUTENh, 3aBEPIIAT PadOTy C CHCTEMOH.

[larx 3 ¥ 4 IpeamoiaralT, YTO B CHCTEME YCTaHOBIEH OJMH JKSCTKHU MUCK M IIOIKIIIOYEH
TONBKO OJIUH (IISII-HAKOIIUTEN.

Take MOYKHO CKOIIHPOBAaTh AMCTPHOYTUB IPH [OMOIIM CTaHJAPTHOTO (BaiioBOro MeHemKepa
OC B COOTBETCTBMM pyKoBoAcTBoM moibsosareis OC. IMcTpHOYTHB COCTOMT M3 OIHOTO (aiina ¢

uMmeHeM ust-setup.bin.
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5. COOBIIEHUA CUCTEMHOMY ITPOI'PAMMUCTY

[Tpu ycranoBke [I0 «IOMUPC CpenctBa besomacHocTr Linux» cOOOIIEHUS CHCTEMHOMY
IIPOTPaMMHUCTY HE IIPETYCMOTPEHBI.
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NEPEYEHD [TPUHATHIX COKPAIITEHUN

OIIEPALMOHHAS CUCTEMA
IIporpaMMHOE 00eCIIeYeHHE

SJICKTPOHHO—BBIYHC/IHTEIIbHAI MallliHa
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JIuct peructpanuy U3MEHEHUH

M3Mm. Howmepa sucTos (cTpanu) Bceero Ne Bxopmsiait No  [[lonm.| [ata
N3MEHEH-[AMEHEHHOBBIX|aHHYJTUPOBAHHEIX | JIACTOB |IOKYMEHTA|COIIPOBOAUTEIIBHOTO
HEIX HEIX (cTpanu) JIOKYMEHTAa U JaTa
B
ITOKYMEHTE




