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Hacrosiiee pykoBOACTBO MO 3KCIUTyaTallUM  KOHTpOJUIEepa «MypeHa-ceTb»
FOC/I1.425621.002 (mamee 1o TEKCTY - W3ACIHE) COACPIKUT ONKMCAHHUE H3ICIIH,
MPUHITUTIA JCUCTBUS, TEXHUYECKUE XapaKTEPUCTUKUA W APYTHE CBEICHUs, HEOOXOAMMBIC
IUISL 00ecIieueHrs HanOoJiee MOIHOr0 MCIIOJIb30BaHUS €ro TEXHUYECKUX BO3MOXKHOCTEH H
PaBUJILHON KCIUTyaTaIluH.

VYCTaHOBKY, OKCIUTyaTallMI0 M TEXHUYECKOE OOCTYXKHUBAaHUE W3ICTUS JIODKHBI
OCYIIIECTBIIATH CICIUATUCTHI, U3yUHBIITHE HacTosIee PO B mogHOM 00beMe U TIPOIIe/IIIe
MOATOTOBKY IO TMpaBWJIaM MOHTaXa, YCTAHOBKH M JKCIUTyaTallud TEXHUYECKUX CPEIICTB
OXpaHbl.

[Ipr BbIMOTHEHHH pabOT IO YCTAaHOBKE, TEXHUUYECKOMY OOCITY)KHBAHHUIO M
TEKyIlIEeMYy PEMOHTY JOJKHBI  COOJIOAAaThCcsl  JACHCTBYIOIIME TMpaBWia TEXHHUKHU
0€30IMacCHOCTH MPH SKCIUTyaTalluK JIEKTPOYCTaHOBOK Harpspkenuem a0 1000 B.

N3nenue numeet BHYTPEHHUE 1IENH MO HanpshbkeHuem ~220 B.

N3nenue coOTBETCTBYET TPEOOBAHUSIM TEXHUUYECKUX PEIriaMeHTOB TaMOXKEHHOIo
COI03a;:

— «O 6e3omacHOCTH HU3KOBONIBTHOTO 0O6opynoBanus» (TP TC 004/2011);

— «DNeKTpOMarHuTHasi COBMECTUMOCTh TexHuueckux cpeacts» (TP TC 020/2011).
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B HaCTOsAIIIEM pYKOBOI[CTBe 10 3KCHHyaTaHI/II/I HpI/IHHTBI CHGI[YIOH_II/Ie COKpaI]_[eHI/IH:

AKB — akkymynsTopHas 6arapes;

APM — aBTOMaTu3npoBaHHOE paboyee MECTO;
BbK — G110k komMmMyTaImy;

BII — 6ok nuTaHus;

BCY — 6ok c6opa u ymnpapieHus;

K3 — kopoTkoe 3aMbIKaHuE;

KMY — KkoMIJI€KT MOHTaKHBIX YacTEH;
MII — TIO «MeHemxep npaBuiI»;

OC — onepanoHHas CUCTEMa;

OTK — oTaen TeEXHUYECKOTO KOHTPOJIS;
[13 — npencraBuTEND 3aKa3UMKa;

[IK — nepcoHaIbHBINA KOMITBIOTED;

I1O — nporpamMMHOE 0O€ECTIeUEHUE;
[IK — npubop npreMHO-KOHTPOIbHBII;
CO — cpencTBo OOHApYKEHUS;

KOCB — mporpammuoe obecnieuenne «FOmupce Cpencrsa bezonacHocTu».
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1 Onucanue u padora

1.1 Ha3naueHue u3aesius

1.1.1 Uznenue npennasnaueHo st ornpoca CO mo unTepdeiicy RS-485 (na 6aze
npotokona «Murenay AO «KFOMUPCy) u nepenaun nndopmanuu o coctosiuuu CO:

- 110 BbIXOAY peiie («CyXHM KOHTaKTaM») JUIsl CONPSDKEHUS ¢ MPUOOpaMH MPHUEMO-
KOHTPOJIbHBIMU JIFO00TO MPOU3BOAUTEIIS;

- o BeIxoay Ethernet mst conpspxenus ¢ T1K ¢ npeaycTaHOBIEHHBIM TPOTPAMMHBIM
obecnieuenueM «fOmupc CpencrBa beszonmacHoctu», paszpadboranHbiM AO «HOMUPCy»
(APM omneparopa).

1.1.2 Uznenue obecneunBaeT onpoc cymmapHo a0 250 CO no aByM HE3aBUCHMBIM
nuHusM uHTepdeiica RS-485 Ha ckopocTsax 1o 115200 k6/c Ha muHugX aiauHoi 10 1200 M
(mpu wucnonws3oBannu kabems tuma UTP/FTP msartoii kareropum). [lpu wmcmonb3oBaHUM
noBropuTteneit uarepdeiica RS-485 «I[IUPC-1/» KOCAI1.425665.001 MOXXHO yBEIUYUTH
MaKCUMAaJIbHYIO IJIMHY Kakaon auauu RS-485 mo 30 km.

1.1.3 U3nenue obGecneunBaeT He3aBUCUMOE (YHKIIMOHUPOBAHUE 64 BBIXOJHBIX pelie
(mpu ucnonb3oBanuu 4 BK, B KaXI0M M3 KOTOpPBIX yCTaHOBIEHO 16 pere) U BbIAACT
u3BenieHue « Tpepora» myTeM pa3MbIKaHUsI COOTBETCTBYIOIIMX YCTAHOBJIEHHOMY MPaBUITY
BBIXOZHBIX KOHTAKTOB petie bK B cirywae nepexona CO B coctosinue « TpeBoray.

1.1.4 Uznenue Boiaaet uzBenieHue «HerncnpaBHOCTH) MyTEM pa3MbIKaHUS
COOTBETCTBYIOIIMX KOHTAKTOB BRIXOJHBIX pesie BK Ha Bpemst 10 ycTpaHeHus
HEHUCTIPABHOCTH MPHU:

—nepexone CO B cocrossane «HencnpaBHOCTBY;

— 0OpBIBE WJIM KOPOTKOM 3aMblkaHuM JIMHUK RS-485 (pa3Mbikanue Bcex peine bK,

npuBsi3aHHbIX K CO Ha 3TOil JIMHUK);

— 00OpbIBE WM 3aMbIKaHUH Kabest ceTeBoro, coeaunstomniero bCY u bK

(pa3mbikanue Bcex pene bK);

— CHHMKCHHU HAIIPSAKCHHA BO BTOpPI‘—IHOfI OCIIN ITUTAHWA U3CIIUA 1O HAIIPAKCHUA

(10,5£0,5) B (pa3mbikanue Bcex peie bK);

— HeucnpaBHocTH bCY (pa3mbikanue Bcex pene bK).
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1.1.5 Hznenmume obOecrmeunBaer nutanue BHemHero ycrpoiwictBa (WIi-Fi poyrep)

nocTosHHEIM HanpsikeHueM (12+2) B u toxkom 10 150 MA.
1.1.6 DnexrponwTaHWe W3MCIUS OCYIIECTBISIETCS OT CETH TEePEMEHHOTO TOKa

HanpspkerreM (220 %;) B gactoroii (50+1) I,

1.1.7 Wznenue paccuuTaHO Ha KPYITIOCYTOUYHYHO paboTy B OTaIlJIMBaeMOM
MOMEILICHUU TIpU TeMmmeparype okpyxaromeit cpeal or 0 mo mmoc 50 °C wu
OTHOCHUTENBHOM BiIakHOCTH Bo3ayxa 10 100 % npu remneparype +25 °C .

1.1.8 Ha xpoiuke BCY pacrnionokena naHeinb MHIUKAIMA C YETHIPbMSI CBETOAUOIAMH,
OTOOpaKaroIas TEKYILEE COCTOSIHUAE U3/IENHSL.

119 B BCY wuznenus ycraHaBiuBaeTcsi KuciaoTHO-cBHHIIOBas AKBb ¢ HOMUHAIbHBIM
HanpspkeHueM 12 B u emkocteto 7 A'u. AKB BXOAWT B KOMIUIEKT TOCTaBKU H3IENHSL.
[TomaocThIO 3apshrkeHHass AKD obecnieunBaeT padoTy U3IeHs B TCUCHHE BPEMEHH HEe MEHee 3 U
(6e3 ydera JOMONHUTENHHBIX, 3AMTAHHBIX OT M3MENHs YCTpocTB). M3neme obecrieunBaeT
3apsa AKD npu Hamunmy Harpsikenust B cetu ~220 B.

1.1.10 WMznenme oOecmeurBaeT aBTOMarmdeckuii mepexonq Ha mmranne or AKb ¢
dopmHpoBaHMeM CHTHaJIa O mepexofae Ha padory or AKB cooTBeTcTByroIIel CBETOBOM
VH/IMKAIMeN Ha MaHed UHIUKAIY. TpeBoXKHOEe U3BEILEHHE TIPYU aBTOMATUYECKOM Tepexojie Ha
mutanre ot AKb u obparHo He Beimaercs. Ilpu paspsne AKB 1o mpenensHOro 3HaueHHS
(10,5£0,5) B wmznemue orkmodaer AKB or Harpyskm (oTkimrouaercs) it 3amutel AKB ot
DTyOOKOTO paspsia..

1.1.11 Mznenmne coBMecTMO M obecrieunBaeT cOop uHpopmarwu 1o Juann RS-485 co
cienyrommmvu  CO  mpomsBoactea AO «FOMUPCy» (Ha ©6aze mporokonma «Murena» AO
«FOMUPCy):

— BUOpanunoHHoe cpenctBo ooHapyxkeruss «MYPEHA» u BapuaHThl HCTIOTHEHMUS;

— KOMOMHUpOBaHHOE cpeacTBO oOHapyxkenus «MYPEHA-K» wu  BapuaHThI
WCIIOJTHEH NS,

— W3BENIATe)Ib OXPAHHBIA JIMHCHHBIM pPaHMOBOIHOBBIM «OHUNtY u BapuaHTHI
WCTIOTHEH NS,

— W3BEIATENb OXPAaHHBIM JUHEHHBIH paauoBoiHOBEIN «TAHTAJID» u BapuaHThbI

UCIIOJIHCHU,
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— koMmOuHupoBaHHOE cpeacTBo oOHapyxkeHus «I[TAHTEPAy;

— KOHTPOJUIEP ANEKTPOMEXAHNUECKOTO 3anuparoniero ycrpoucrsa «I IOPTAJIy;

— npubop oxpaHHbIN pexxUMHBIX nomerieHuit «ITOPII-1»;

— KOMIUIEKC 3aIlIUThI PeIeTok oT aedopmannu u pazpyuienus «I[TAY TUHA;

— npeobOpazoBarens unTepdeiica «Y3EJI-M».

1.1.12 Uzpenue mpu pabore mo «cyxomy» koHtakty BK coBmectumo c IITIK

«Curnan-20» AIJIP.425513.005 TV u ananornunsiMu [1TTK mro60ro npousBoauTers.

1.2 Texnnyeckue XapaKkTepuCTUKHU
1.2.1 Texnuueckue XapakKTEpPUCTUKU U3ENHs NpUBeIeHbI B Tadbmuue 1.1

Tabnuma 1.1 — TexHu4yeckune XapakTePUCTUKU U3ICITHS

[Tapamerp 3HaYCHHE
KonmnuectBo ymamii cOopa nHTepdeiica RS-485, mit. 2
KomnuectBo CO Ha muHMAX cOopa mHTEepdeiica RS-485 (obmiee) 250
Jnuna nunuu untepderica RS-485, no, m (6e3 moBTOpUTENS) 1200

[Tapametpsl penerHbIX BbIX010B bK:

— Pa3oMKHYTO, He MeHee, MOM 1

— 3aMKHYTO, He Oonee, KOm 3,9
BpeMss TexHHWYECKOW TOTOBHOCTH TIOCJIE TOJAud THTAHHS, HE 60
ooinee, C

Bpewmst pa6oter ot AKB nipu +25 °C, He meHee, uac 3

Bpewms 3apsna or AKB no Benuuunsbl, coctapisitomiedn 70% ot 8

HOMHUHAJIbHOW €MKOCTH, HE 0oJIee, yac

Hanpsxenne Ha Bbixojie konogku «12By», B 12+
Tox Harpy3ku no Beixoay «12By, He Gonee, MA 150
Tok moTpebiieHus ot ceTH, He Oosee, MA 80

CreneHp 3alUThl OT MEXaHUYECKOTO yiapa IKO6

CrereHp 3amThl 000JIOUYKH IP10
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[Tpomomxenue Tabmuier 1.1

["abapuTHBIE pa3Mephl, MM, He OoJiee:

- BCY 240x295x90
—BbK 175x170x65
Macca, Kr, HEe Ooee:.

—BCY ¢ AKb 4,2
—BbK 0,6
Cpennuii cpok ciyxObl U3Ieus, JIEeT 8

1.3 KoMILIEeKTHOCTDb

1.3.1 KoMIJIeKTHOCTh TOCTAaBKHU M3/IeNUsl pUBeeHa B Tabnuie 1.2.

TaoOmuna 1.2 — KoMIuiekT mocraBky U3AEIHs

Obo03HaueHue HanmMeHnoBanue u
Komn. | [Ipumeuanne
JIOKyMEHTa yCIIOBHOE 0003HAYEHUE
FOCAI1.425641.001 bnok c6opa u ynpasnenus 1
FOC11.468363.006 biiok koMMyTanmn 4
AxkymynstopHas 6atapes «LEOCH» 1 | wu3cocraBa
12V, 7A-h BCY #*%¥)
FOCJ/II1.425911.059 KoMmiekT MOHTa)KHBIX YacTeu 1 13 COCTaBa
BCY
FOCI1.425665.001 [ToBroputens nHTEpdeiica RS-485 1 *),*%)
«ITUPC-1]1»
Wi-Fi poyrep Keenetic Omni I, Zyxel 1 *),***)
Muyp 1,7 m ¢ Buikoit [IBC-BIT 3x0,75 1 | u3cocraBa
MM YEPHBII bCY
Ka6enpb maru-xopa LAN-45-45-2,0 1 U3 cOCTaBa
Lanmaster bCY
FOCJ/II1.425979.075 Kommaexr I1O 1 13 COCTaBa
bCY
FOCI1.425915.130 VYnakoBka 1
FOC/I1.425621.002 TIC |Ilacmopt 1
FOC/I1.425621.002 PO  |PykoBOACTBO MO 3KCITyaTalluy 1

[Ipumeuanus
1*) [ToctaBnsieTcs Mo OTACIBHOMY 3aKa3y.

2**) Koau4ecTBO ONpenenseTcs npu 3aKase.

3#***) JlomyckaeTcs 3aMeHa Ha aHAJIOTH.
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1.4 YcrpoiicTtBo u padora

1.4.1 OcHoBHOI1 cocTaBHOM yacThio npudopa ssisercss bCY. BCY npencrasiser
co00¥i MEKTPOHHOE YCTPOMCTBO B IJTACTUKOBOM KOPITYCE C KPBIIIKOH Ha METIAEBOM
coenrHeHnH. Ha KpblIllke pacroyiokeHbl TaHeIb MHIUKAIIMY U MeXaHu4Yeckuii 3amok. Ha
3aJIHEeH CTOPOHE KOpITyca pacloioKeHbl OTBEPCTHS ISl BBO/IA/BhIBOJIA KaOelei, a TakKe
otrBepcTust 11 kperienust bCY nHa crene. Buemnuit Bug BCY B cooTBeTCTBUY C

pucyHkom 1.1.

Apsiwka

[lanens uHauKayuy

JaMOK MEXaHUYECKUU

Pucynok 1.1 — Buemnuii Bug bCY J

Buemnuit Bug BCY ¢ OTKpBITOM KPBIIIKON B COOTBETCTBUU C PUCYHKOM 1.2
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Kpenextsie ombepcmus
7 : N\
F® T 0o |
I_l Ll s B Mukporornewmep Raspberry Pr 2
Konodka knemmnad i~ 15k ] |: - Pazver 475 nodknayesus
o . o :\ ‘_l L] =k o damyuka Bekpsimus
:| Pazber dna nookawerus
: NAHeAY UHOUK QLYY
a ] |
=ﬁ:_ . Bsibodk XPT
55 2e |—|JL'_| HJL i ana nodkmoyenus ARG
ar T

Hamsux Brkpsimus

—4

Bemabka naabkasg 14

AKb

Konodka knemHas XS2
ang nodkmegerusa k cemy ~220 B _

<O

Ombepcmue v 3axum
~._ s Bboda kadens ~220 B

Pucynoxk 1.2 — Baemnuii Bug BCY ¢ oTKpbITOM KpPBIITKON (KphIIIKa HE TIOKAa3aHa)

Buytpu BCVY B cnienmnanbnbiit otcek ycranapnuBaercs AKb (mpu nocraBke AKDB He
ycranoBiieHa B BCY wu ymakoBana otnenbHo). KaGens cerm 220 B moakmrougaeTcs K
konogke «220 By». Ilog mnmaroi ympaBieHuss W KOMMyTauuu yctaHoBiieH bBII,
nmpeoOpa3yronmii  nepeMeHHoe  HampsbkeHue ceth 220 B B mocrosiHHOE
crtabunuszupoBanHoe HamnpspbkeHue 12 B. BIT obecnieunBaetr nutanue BCY, 3apsing AKD u
MMUTAHUE BHEIIHUX YCTPOMCTB. [ mWTaHMs BHEUIHErO0 YCTPOWCTBA MpEAHAa3HAYEHA
kosonika kiemmHasi «PRW OUT», pacrionokeHHast Ha 1J1aTe MUTaHUS U1 KOMMYTAIUH.

1.4.2 Tanens uaaukanuu bCY uMeeT 4eThIpe MBETHBIX MHANKATOPHBIX CBETOMHMO/IA!
— «RS485/0» — xenThlif;

— «RS485/1» — xenThIii;

— «220 B» — 3eneHbIl;

— «12B» — 3eneHsbIi.

Nunuxatop «RS485/0» oTobpakaeT cocTosiHie MPUHUMAEMbIX KaapoB 0-ro ¢uiaHra:

— MUTAET MPHU HAJIMYUH IPUHUMaeMbIX KajipoB ¢ 0-ro ¢uanra va bCY;

10



FOC/I1.425621.002 PO
— OTKJIFOYEH MPU OTCYTCTBUM NMPUHUMAEMBbIX KaapoB ¢ 0-ro ¢ranra na BCY.

Nunuxatop «RS485/1» oTobpakaeT cocTossHUE MPUHUMAEMBIX KaJapoB 1-ro ¢uiaHra:

— MUTAET NMPHU HAJIMYUH IPUHUMAEMbIX KaJpoB ¢ 1-ro ¢anra va BCY;

— OTKJIFOYEH NPU OTCYTCTBHM NIPUHUMAEMBIX KaJpoB ¢ 1-ro ¢manra Ha BCY.

HNuaukarop «220 B» otoOpakaeT Hanmuune HanpspkeHus B 1ienu «220 By:

— BKJIIOYEH — B 11enu «220 By ecTh HanpshKeHUeE;

— OTKIIOYEeH — B Henu «220 B» HeTr HanpspKeHUs WM HANpPsDKEHUE HUKE
JOIyCTUMOTO.

HNuaukarop «12B» orobpaxaeTr Hanuuue nutanus 12B:

— F'OPUT NPH HAIUYHMY HANPsDKEHUS nuTaHus 12B;

— HE TOpUT NpH HanpspkeHuu nutanus Menee (10,5+0,5) B.

1.43 Jlna wommyrauuu wusnenuss c¢ [IIK wucnonb3yercs OMOK KOMMYTAIUU.

Buemrnuii B 6;10ka KOMMYTaIlUU CO CHATOM KPBIIIKOW B COOTBETCTBUHU C pUCYHKOM 1.3.

tthernet paswem Konodka kmemmHas braok kammymaiuy
Eithernet-kadens / /
™ / /
. r .
(0 T — — o)/
ol \ ‘
™
~

Blode kadenstse /)

Pucynok 1.3 — BHemnwuii Bua 010ka KOMMyTaluu (KpbILIKa HE TTOKa3aHa)

Ha «kopmyce O0noka KOMMYTallMd pacIOJIOKEHbI BBOABI  KaOeNbHbIE IS
BBOoza/BbhiBOsIa kabene BCY wu IIIIK. ns xommyranuu Onoka kommytamuu c [ITK
WCMOJIb3YyEeTCA KOJIOAKA KieMMHas. K Kkollogke KIEMMHOW MOXKHO MOAKIKOYUTE 10 16
«cyxux koHTtaxkrtoB» I1I1K.

Ethernet-passem mpennaznaueH st comnpspkeHus: Onoka kommytanuu ¢ BCY mpu

nomoinu Ethernet-katess. [Ipu mocraBke kabenb MOAKIIOYEH B Pa3beM.
11
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1.4.4 Tlpunuun paboThl u3aenus ocHoBaH Ha ompoce CO mo ABYM HE3aBHUCHUMBIM

muHusM uHTep(deiica RS-485 u Bblgaue W3BEHIEHUS O TPEBOTE IyTEM pa3MbIKaHMS
COOTBETCTBYIOUIMX YCTAHOBJIEHHOMY IIPAaBHJIy BBIXOJHBIX KOHTaKTOB peje, B ClIy4yae
nepexona CO B COCTOSIHUE OTIIMYHOE OT HOPMAJIbHOTO.

[Tpu pabore ¢ APM na 6aze [IK ¢ 10 «FOMUPC Cpencrea be3omacHoct» 0e3
ucnons3zoBanus [IIIK, oOpabarbiBatommx BBIXOI THIIA «CyXOM KoHTakT», BK He
ucnonb3ytores. bCY momkmouaetcst HemocpeactBenHo k [IK mo muamm  Etthernet
cragapTHeIM Kabenem tumna Patch cord UTP/FTP cat 5e. [Ipu TakoM MOAKITIOYEHUU BCE
coObITusi ¢ ompammBaeMbix CO orobOpaxatorcs Ha APM omeparopa B paboueM OKHE
nporpammbel «KFOMUPC CpenctBa 6e3omacHocTi». Kpome Toro, umeercs: BO3MOKHOCTb
OCYILIECTBIIATh yAajeHHOe ynpasieHue u Hactpoitky CO 06e3 ocTaHOBKM OOMEHa IO BCe
muaun RS-485 nenocpenctBeHHo ¢ camoro APM myTeM BbI30Ba MporpaMm HacTpOWKH,
CIIeIMAIM3UPOBaHHbBIX 71 Kaxaoro CO.

1.4.5 Hacrtpoiika uzaenuss MoxeT ObiTh BblodnHeHa ¢ [IK wam mMoOmibHOTO
yctpoiicTa npu nomomu WEB unTepdeiica u cnenuanbHoro kpoccmiardopmennoro [10
(Bo3moxkHOCTBH HacTpoliku yepe3 Android u Windows ycrpoiictsa). Jlns co3ganus crivcka
onpammuBaeMbix CO, mpouspoactBa AO «fOMUPCy», no nunum untepdeiica RS-485
ucnonb3yercs cnenuaibaeii WEB unTepdeiic, B koropom ompenensitorcs aapeca u THUITBI
onpammBaeMbix CO (agpecHas cucrema). Kaxaomy CO MOXHO Ha3HaYUTh
WHJIUBUAYAIIbHOE peJie, a TAKKE B PealbHOM BPEMEHH MPOU3BOAUTH HACTPOIKY, TECTHI U
orciexuBarb cocrosHue CO  npu nomounmwm IIO, ycranasmuBaemoro Ha I[IK ninm
Ha MOOMJIBHOE ycTpoicTBO ¢ cuctemoi Android. TTO Ha nucke MOCTaBIIeTCs B KOMIUICKTE
u3nenusi. Hacrtpoiika ompoca mpu mnomonn WEB wunTepdeiica B coorBercTBUM C
npunoxennem b. MHctpykuus none3oBarens [10 «Menemxep npaBiui» B COOTBETCTBUU C
npuwiokenrem B. Tpeboanus k IIK mpuBenensr B m.B.1 npunoxkenus B. Jlomyckaercs
YBEJIMYECHUE KOJIUYECTBA pelie CBhIIE 64 IIT. MyTeM OpraHu3aliiy JOKAJIbHON CETH MEXKY
W3JICIIUSIMU.

1.4.6 CtpykrypHas cxema noaxitouenus uznenus K [IT1K mo Beixomay pene («cyxum
KOHTaKTaM») B COOTBETCTBHM C pucyHKOM 1.4. CTpykTypHas cxema MOAKIIOUYECHHUS
mwygemuss k IIK ¢ IO «¥Omupc CpeacrBa besomacHoctn» mo Beixomy Ethernet s

COOTBETCTBHUH C PUCYHKOM 1.5.
12
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Pucynok 1.4 — CtpykrypHas cxema noakimouenus nsaenns K [1I1K mo Beixony pene
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Pucynok 1.5 — CtpykrypHas cxema noakmtoueHus uzaenus K [1K ¢ ITO «FOCh»
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1.5 MapkupoBKa ¥ IJIOMOMpPOBaHUe

1.5.1 MapkupoBKa U3 COACPKUT:

— TOBapHBIN 3HAK MPEANPUSITUSI-U3TOTOBUTES;

— yCIIOBHOE 0003HAYEHUE U3CIIHS;

— 3aBOZICKOM HOMeED (3a 3aBOJICKOM HOMEp U3/1eus IPUHSATH 3aBoacKoi Homep BCY,
BXO/ISAILIETO B KOMILIEKTHOCTB);

— €IMHBbI 3HaK OOpallleHus TNPOAYKIIMM Ha pPbIHKE TOCYIapCTB — YICHOB
TaM0XeHHOT'0 COI034;

— MECSII U TOJ U3TOTOBJIEHUS,

— xneimo OTK (B cimywae npuemku uznenus 113 — kneiimo 113).

1.5.2 MapkupoBKa NOTpeOUTENBLCKON Taphbl COAEPIKUT:

— TOBapHBIN 3HAK NPEANPUITUSA-U3TOTOBUTEIS;

— HaUMEHOBAHUE MPEANPUATUSI-U3TOTOBUTEIIS;

— HaUMEHOBaHUE U 0003HAYCHUE U3IETIHS;

— nHGOPMAIIMOHHYI0 HAaAMUCh 00 obcmykuBanuu AKb;

— €IMHBIM 3HAK OOpalleHusi NPOAYKIMU HAa PBIHKE TOCYAapCTB — UJICHOB
TaM0XeHHOI'0 COI034;

— MECSII U TOJ] YIIAaKOBBbIBAHUS;

— mramn OTK;

— mramn 113, B ciiyyae npuemku uzaenus [13.

1.5.3 Ha noTpeOuTensCKyIo U TPaHCIOPTHYIO Tapbl HAHOCATCS MaHUITYJIALIMOHHBIE
3raku o ['OCT 14192-96:

— «Xpy1nkoe. OCTOPOKHOY;

— «bepeub or Bnarm»;

— «Bepx»;

— «IIpenen Mo KOIUYECTBY SPYCOB B IITAOEIIEY.

1.6 YnakoBka

1.6.1 B xadecTBe mMOTPEOUTENHCKOM Tapbl HCIONB3yeTCS KOpoOKa U3
roppupoBanHoro kaproHa. CoCTaBHbIE YaCTH M DJKCIUTyaTallMOHHAs JOKYMEHTAIIUs
JIOTIOJIHUTENIBHO YNAKOBaHbl B MOJUATUIICHOBBIE MAKEThl, Kpas makeToB 3aBapeHbl. AKDb

ynakoBaHa oTAesbHO oT BCV.
14
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1.6.2 B kauecTBe TpaHCHOPTHOM Tapbl ucnonb3yeTcs smuk Tuna VI mo F'OCT 5959-

80. I[OHYCKaeTCSI YIIAKOBBIBATh B OAWH SAIIHUK HCCKOJIBKO HSﬂGHHﬁ. COHpOBOIIHTeﬂbHaﬂ
HOKyMCHTAlIWA B IIOJIUITHICHOBOM YCXJIC C 3aBApCHHBIMM IBAMHW BJIOKCHA B

TPAHCIIOPTHYIO Tapy MO/l KPBIIIKY SITUKA.
2 Ucnoabn30oBaHue M0 HAZHAYECHUTIO

2.1 HOI[FOTOBKa n34C1IUA K UCITOJIb30BaHHUIO

2.1.1 Mepsl 6e30MaCHOCTH TPY MOJATOTOBKE U3ENUs

[Ipu BBINONHEHUU PAOOT MO MOATOTOBKE M3ENUS K MCHOJIb30BAHUIO, & TAKXKE MPU
€€ MCIOJIb30BaHUU JOJKHBI COOIIONATHCS JEUCTBYIOIINE MTpaBUiia TEXHUKU 0€30M1aCHOCTH
TP DKCILTYyaTaluy MIEKTPOYCTaHOBOK HanpspkenueM 1o 1000 B.

[Tpu pabote ¢ BKiIOUeHHBIM u3zenueM Kpoiika bCY nomkHa ObITh INIOTHO 3aKphITA
Y 3arepTa Ha 3aMOK, KIIF0Y JIOJKEH OBITh U3BAT U3 3aMKa.

W3nenue umeeT BHyTPEHHHE LIETIH 11011 HanpspkeHueM ~ 220 B.

3ampelaercss BECTU KOMMYyTallMio, oOciy>)kuBanue u apyrue paborsl ¢ BCY npu
BKJIIOYEHHOM HanpsikeHuu cet 220 B.

He nonyckaercs skcrmyaranus uznenus ¢ otkiroueHHon AKB.

[To cnocoOy 3aluThl 4eTOBEKA OT MOPAKEHUS IIEKTPUUECKUM TOKOM U3JIEIHE
otHocures Kk knaccy | mo 'OCT 12.2.007.0-75.

2.1.2 IlpaBuina pacrmakoBbIBaHUS U OCMOTP U3ETHUS

[lepen pacnakoBbIBAHMEM H3ENHS MPOU3BECTH TIIATEIBHO OCMOTpP YHNAKOBKH H
yOeauTbes B €€ HEIOCTHOCTH.

BcekpeiTre ynmakoBKHM HEOOXOAMMO MPOU3BOJIUTH B MOMEIIEHUU WIIA TI0J] HABECOM.
[Ipu pacnakoBbIBaHMM HCKIIOYUTH MOMNAJaHUE AaTMOC(EPHBIX OCAJAKOB U BIUSHUE
arpecCUBHBIX CpeJl Ha u3/enne. BCKphITh yIAKOBKY M U3BJI€Yb COCTABHBIE YACTH U3EIIHSL.

[IpoBepUTh KOMIUIEKTHOCTb MOCTAaBKU M3aeus no nacnopry KOC/I1.425621.002 T1C.

2.1.3 MoHTax n3nenus
2.1.3.1 YcranoBka n3nenmns
OnpenenuTs MecTa YCTAHOBKHM COCTAaBHBIX YaCTEH U MIPOU3BECTU PA3METKY

kperuieHus. Pasmerka kpemienust BCY B cooTBeTcTBUM € pUCyHKOM 2. 1.
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Pucynok 2.1 — Pa3meTtka kpermenust bCY

Pa3meTka kpernsieHus 6Joka KOMMyTalluu B COOTBETCTBUU C PUCYHKOM 2.2.
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Pucynok 2.2 — Pazmerka kperieHus 6J10ka KOMMYTaIlUH
YCTaHOBUTH COCTaBHBIE YaCTU W3JEIHS, UCTIOIB3YS IMIYPYIbl U M00eIu U3 COCTaBa

KMU. Ilpu ycTaHOBKE Ha AEPEBSIHHOM MOBEPXHOCTH JII00ETN HE UCTIOIb30BaTh.

2.1.3.2 Tloaknrouenue u3aenus
Hns  monkmtouenuss BCY HeoOxomumo TmpoBecTH Kabenu uepe3 KabOelbHbIe
OTBEPCTHUS U MOAKIIOUUTH KAOENN K KOJOJKaM U pa3beMaM IJIaThl MUTAHUSI 1 KOMMYTAIIHH

B COOTBeTCTBUU ¢ Tabmuied 2.1. OOmas cxema MOIAKIIOUEHUs] W3JETus TMpUBEICHA B

16



FOCJIIT.425621.002 P2

IMPUIIOKCHUUN I'. Buemnuii BHUA IJIAThl IIMTAHWUA WU KOMMYTAallUH C MHUKPOKOMIIBIOTCPOM B

COOTBETCTBHUM C PUCYHKOM 2.3.

Microl/SB pazeer Aaumans
Ethernet pasver nod- MURPOKOIIeomED T X Ethernet pasver nod-
Kmoqerus k (K vy \ KAOHEHUST K OA0KY
wi-i paymepy ! KOMMUMAL L

7] (o1 -

AV||[Dle | = '

ao([Ofe | 2 h

VO e ] g

e g =~
Konodka knemmmas i E

el s /| we | \

L aoilole 1@ I ,‘ ,
AR | & \ :I /
.4 Ole | = Y e %
a0|[Qk] & ~— A
A ISIEEES -
4012 P S 518570

sraal A S S|
2 / / N N ]
Coamoduode - 77 ]
[Tnama numarus u kamrgmayw N
) N MerollSE nodenevenus
Muxpokornemep Raspberry A 2/ / \[@razob s coopa
y, USB pasver numarua

[xarnegp PT \ MUKDOKOMILIOMEDE

A
RS485/0 RS485/1

[ Y ] [ Y ]

Pucynoxk 2.3 — BHenHuii BU/ IJ1aThl TATaHUSI 1 KOMMYTAIIMU C
MUKPOKOMITBIOTEPOM
Ha3HaueHue KOHTaKTOB KOJIOAKU KJIEMMHOM NIPUBEICHO B Tabnuie 2.1.

Tao6muna 2.1 — HazHaueHne KOHTAKTOB KOJIOJKHU KJIIEMMHOMN

KonTtakr | MapkupoBka Hasznauenue

1 PWR IN* | GND munyc nutanust bCY ot BII

2 +12V witoc nutanus bCY ot BII

3 PWR OUT | GND MUHYC IUTaHUS] BHEIIHUX YCTPOMCTB

4 +12V IUTIOC IUTaHUSI BHEITHUX YCTPOMCTB

3) K220* KOHTPOJIb CETEBOTO HampsikeHus ~220 B
6 RS485/0 GND o6mmit npoBoxa uHTepderica RS485

7 B npoBoj B RS485/0

8 A npoBog A RS485/0

9 RS485/1 GND obmwmit mposox uatepdeiica RS485

10 B npoBog B RS485/1

11 A npoBog A RS485/1

[Tpumeuanue — * KommyTanus nIpoBOAHMKA K KOHTAKTy BBINOJIHEHA HA MPENNPUATHU-
M3TOTOBUTENIE U MEPEKOMMYTALIUN HE TOAJICHKHUT.
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Ethernet pasbem mnpemnasHadeH g nomkiodueHus wminenmus k [IK wm Wi-Fi

poyTepy NpHu MOMOIIHU MaT4Y-KOP/Ia, BXOJISAIIETO B KOMIUIEKT IMOCTaBKU U3EIHS.

Kommyramuss mnwmranus  mukpoxommbtotepa (MicroUSB  paszpem  mmranus
MHUKPOKOMIIbIOTEpa) OT Iuiathl mnuTanus u kommytanuu (USB  pasbeM mnuraHus
MUKpPOKOMITbIOTEPA) BBIMOJHEHA HA MPEANPUATUU-U3TOTOBUTENE MPU TMOMOIIU Kabens
USB-MicroUSB u nepexoMmyTaIiu He TOJICKHUT.

KommyTtanus nuauii coopa RS485/0 u RS485/1 ot nmnarsl muTaHus 1 KOMMYTaIlUHA
(MicroUSB momxmroueHwust JInHUE cOopa) K MUKpokomIibiotepy (mapabie USB pazbemsr)
BBIMOJIHEHA HA MPEINPUATHU-U3TOTOBHUTENE INpH momornu kabemeir USB-MicroUSB u
MEPEKOMMYTAIMU HE TIOJJICIKHUT.

[TogxmroueHre OJOKOB KOMMYTAIlMH OCYyHIECTBIsSCTCS K deTeipem Ethernet
pazbeMaM, Pacro0KEHHBIX Ha TJIaTe MUTAHUSI U KOMMYTAIUH, TIPU MIOMOIIN MaTY-KOPJIOB,
BXOJIAIIUX B COCTaB OJI0Ka KOMMYTAIUH.

PexoMenayeTcsi ycTaHaBnuBaTh OJOKM KOMMYTAllMd Ha paccTosiHME HE Oonee 3 M
ot bCV.

2.1.3.3 Ha rutate muTaHus 1 KOMMYTAIlUHA PACIONIOKEHBI YETHIPE CBETOINO/A:

— DS1 (3enenslit) — otoOpaxkaet nutanue JuHun coopa RS485/0;

— DS2 (kenThIit) — oTOOpaxkaeT nepenady kaapoB 1o suauu RS485/0;

— DS3 (kenThlii) — oToOpaXkaeT nepeaady kajapos o Jimauu RS485/1;

— DS4 (3enenblit) — oToOpakaeT nuranue JuHuKA coopa RS485/1.

Jns cOpoca muTaHUS MHUKPOKOMITbIOTEpa HeoOxoauMo u3Bieub xkamnep JPL.
[Tonoxxenne npu kotopom xamiep JP1 gomkeH ObITh YCTaHOBJIEH B COOTBETCTBUU C

pUCYHKOM 2.4.

S

Pucynok 2.4 — Pabouee nonoxenue mxamnepa JP1
Hasnauenue koHTakTOoB KoOJomku «220 B» mnpuBeneno B Tabmuie 2.2 B

COOTBETCTBHUM C PUCYHKOM 1.2.
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Tabnua 2.2 — HazHaueHre KOHTAKTOB KOJOAKHU «220 By

Kourakr MapkupoBka Haznauenne
(ycrmoBHas)
1 L cetb ~220 B
2 N cetb ~220 B
3 @ 3aszemuieHue cetu ~220 B

Ha3znauenue BbiBOfOB mia mnoaxitoueHuss AKB mnpuBeneno B Tabmuue 2.3 B

COOTBETCTBHUH C PUCYHKOM 1.2.

Tabnuia 2.3 — Hazuauenue BeiBonoB Ut noakiroueHus AKb

KoHnTakT MapkupoBka Hasznauenue
1 KpacCHbIN + AKb
2 YEPHBI - AKb

Jns monkmrouenus BK HeoOxomuMo mpoBecTr kabenu 4yepe3 BBOJBI KaOeIbHbIE U
MOAKIIOYUTH KaOeln K KOJIOJIKE KJIEMMHOM, pacroiIoKEHHOW Ha IUIaTe YIpaBlIeHUs pelie.

BHeninuii BU IUTaThl YIIPABIICHUS PEJI€ B COOTBETCTBUU C PUCYHKOM 2.5.

tthernet paseem Konodka knemmHas

Lbemoduods

0]
3

-
l

By B

-
—

J
|:||:||:||:||:||:||:||:||:||:||:||:||‘:|[|:||:||:|
gdoagagoagaogagd
000a0a0aaQaaaaocc

72 3 4 5 o 7 8 9 mir 28 n

Pucynok 2.5 — BHeniHuid BU/I IJ1aThl yIIPABICHUS PEJIE
Kononka kimeMMHasi mpeiHa3zHadeHa i kKoMmMyTauuu Onoka kommyTanuu ¢ TITK B

COOTBETCTBHUH C PUCYHKOM 2.6.
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Pucynok 2.6 — KommyTanus 61oka kommyTanuu ¢ TTTTK

[Ipumeuanne — 1.1...16.1 HWKHME KOHTAKTHI KOJIOAKM KieMMHOH, 1.2...16.2
BEPXHHUE KOHTAKTHI KOJIOJKH KIIEMMHOM.

Ethernet passem mpemHasHadeH ans koMMyTanuu Onoka kommytanuu ¢ bCY mpu
IIOMOILM NaT4-KopAa.

Ha nmate ynpasieHus pene pacrnojoKeHbl JBa CBETOANOA!

— DS1 — otobpaxaet cBs3b MKy MUKPOKOMIIBIOTEPOM U TUTATOW yIparieHus pejie;

— DS2 — orobpaxaeT HOMEp IUIaThl yMOpPaBICHUS peie (KOJIMYEeCTBO MHTaHUN
CBETOJIMO0JIa COOTBETCTBYET HOMEPY OJIOKa KOMMYTALIHH).

Monrtax cetu ~220 B BecTH TPEXKUIBHBIM CETEBBIM KaOeleM C CEUYeHHEM
npoBogHuKa He MeHee 0,5 MM? (B KOMILIEKT IIOCTABKM BXOAUT KaOenb JIuHOMI 1,7 m).

[Ipoknanky kabOenedl peKOMEHIyeTCcsl BECTH B Kalelb-KaHajaX MOAXOISIIEro
pasmepa.

[lpu momkmtoueHwn mnuTaHus BHemHero ycrpoiictBa (WIi-Fi poyrepa) m AKb

Heo0xonuMo cobmtonath nosisspHocTh. AKD nMeer MapKupoOBKY KIeMM.

2.1.4 Hactpotika uznenus

IToaxmrounTs BeIBOABI 11 ToakIoueHuss AKb k knemmam AKB. Muaukatop «12B»
Ha TaHeJTW WHIWKAIMKA JIOJDKEH 3aropeThbes, 4TO CBUACTCIBCTBYET O HAIMYWW THATAHHS
BCY. Ilpu Hanuuuu ompocoB marunkoB Ha juHHIXx RS485/0, RS485/1 s3aroparorcs

uHauKaTopbl «RS485/0», «RS485/1» Ha manemu muavkanuu Ha Bpems (10*°)c. 3akpeITh
20
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kpbiky bCY, 3anepets 3amMoK, BbIHYTH Kitod. Eciiin AKD paspsxkeHa nociie JMTeabHOro

XpaHeHHMsl, TO UHIUKAIKs OyneT oTcyTrcTBoBatrh. [Ipu atom HeoOxoaumo 3apsaauth AKDB B
COOTBETCTBHH C 11.4.5.

ITonate cereBoe HampspbkeHue ~220 B, npu stom uHaukarop «220 By» momxeH
BKIIIOUUTHCA. [Ipu mpornagaHuu ceTeBoro HampsbKeHUS HEO0OXOIMMO MPUHSATH MEPHI 110
BOCCTaHOBJIEHUIO ceTH Bo m3bexanue paspsaa AKbB. Ilpu paspsae AKb no nanpsoxeHus
(10,5+0,5) B npoucxonut e€ OTKIIOYEHHUE OT Harpy3Ku, U3JIeJIUe OTKIIIOYAETCS U BBIIACTCS
TpeBoxHOE coobmienne B MII Ha T1K.

Hns npoepku pabotei AKB kparkoBpemeHHO Ha (3-5) ¢ OTKIIOYUTH CETEBOE
HampspKeHHe, MPUOOp JTOJDKEH MEepelTH Ha Pe3epBHOE MUTAHHE, MPU 3TOM HHJIUKATOP
«12 By — BruroueH, naaukarop «220 By - otkmoueH. [locne MIMTENbHOTO XpaHEHUS WITH
MOJIHOTO pa3psjia HEOOXOUMO MPOU3BOAUTh YKA3aHHYIO MpoBepKy mocie 30 MUHYTHOU
(He MeHee) BBIAEPKKHU MPU MUTAHUU OT CETH.

[Mogxmounte m3aenue k I[IK mpu momomm nary-kopia, BXOASIIETO B KOMILUICKT
MOCTaBKH n3aesus (MHCTPYKIHS moyib3oBaresst [10 B COOTBETCTBUM ¢ pUIIOKeHUEM B).

Jnst  ycTaHOBIEHMS CBSI3M MeXAy MukpokomnbiotepoM U IIK HeoOxomumo
HACTPOUTH JIOKAJIbHYIO Ce€Tb. [IpuMep HACTpOWKM JIOKQJIBbHOW CETH  MEXIY
mukpokomibsioTepoM U [TK B OC WINdows 7 B COOTBETCTBHH € MPUIIOKSHHEM A.

Buunmanue! Ilpu HacTpoiike JIOKAJBHON CeTH MEKIY MHKPOKOMIBIOTEPOM H
IIK nacrpoiiku uHTepHeTa cOpachiBalOTcH, B caydae ecau B IIK Obu10 HacTpoeHo
HHTEPHET-COeIMHEHME.

[Tocie HACTpOMKHU JTOKATBHOM CETU MEXIYy MUKpoKoMIibioTepoM U [1K Heobxomumo
MPOU3BECTH HACTPOIKy ompoca mpu nomornun WEB wuHTEpdeiica B cCOOTBETCTBUU C
IpUJIoKeHueM b.

[Tocne HacTpoOWKHM JIOKaJIbHOM CETH W HAcTpoilku ompoca npu nomouu WEB
unrepdeiica Heobxoaumo yctaHoBUTh 110 «MeHemkep npaBuin U3 KOMIUIEKTa W3IETUs
Ha [IK mgis orobpaskenus: coctosausi CO u HACTpONKH mpaBuil (GYHKIIMOHUPOBAHUS PEJie
BK (unctpykiuus noab3osareiis I10 B COOTBETCTBHH C MPHIIOKEHHEM B).

[Tpu ucnons3oBanuu Wi-Fi poyrepa, Bmecto 1K, HeoOxoaumo B HacTpoiikax Wi-Fi
poytepa npomnwucarh IP agpec mukpoxommsrorepa (192.168.2.130). st mHactporiku Wi-Fi

poyTepa HEOOXOIUMO TIOJIh30BAThCS PYKOBOICTBOM To 3kcruryararuu WIi-Fi poyrepa.
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[Tocne moaxmrouenus Wi-Fi poytepa k u3nenuro He00X0IUMO B MOOHIIBHOM YCTPOUCTBE C

OC Android BbeiOparh HEOOXOIUMYIO OECIPOBOIHYIO ceTh. I[Ipom3BecTH HACTPOHKY

onpoca CO B COOTBETCTBHM € NMPHIIOKEHUEM b M yCTaHOBUTHh Ha MOOWUJIBHOE YCTPOMCTBO

11O ((MCHGI[)KCp IMpaByuID> IJIA CO3AAHUA IIPAaBUJI B COOTBCTCTBUHU C ITPHUIIOKCHUCM B.

2.2 OCHOBHbIE HEUCTIPABHOCTH U CTIOCOOBI UX YCTPAHEHUA

Taktuka u InpaBujia HCIIOJIBb30BaHUA H3ACIHA YCTAHABIMBAIOTCA HWHCTPYKIOUAMH

CILY>KOBI DKCIUTyaTal1u.

OcHOBHBIC HCUCIIPABHOCTHU H CIIOCOOBI MX IIOMCKA H YCTPpAaHCHUA IIPUBCACHLI B

tabmurie 2.4

Tabnuma 2.4 - OCHOBHbIE HEUCIPABHOCTH M CIIOCOOBI UX MOUCKA U YCTPAHEHUS

HanmMmeHoBaHuME U BHELIHHE
IPOABJICHUS HCUCIIPABHOCTH

BeposiTHas npuurHa U criocod yCcTpaHeHUs

1 Tlpu moaxmroueHun mpudopa K CeTH
MIEpPEMEHHOT0 TOKa nmpubop padoTraer
ot AKDB, nnaukarop «12 B» BkitoueH,
uHauKarop «220 By oTkitoueH

1 IIpoBepUTh HAIPSIKEHUE B CETH.

2 IIpoBepHUTh HAAEHKHOCTH COCTUHEHHUS
KOHTAKTOB BUJIKU U pa3zbeMoB bCY,
0OHapy>XEHHbIE HEUCTIPABHOCTH YCTPAHUTb.

2 Ilocne BKITIOUCHUS U3IEINS
OTCYTCTBYET CBEUCHUE WHIUKATOPOB
«RS485/0» u «RS485/1»

1 IIpoBepuTh HAAEKHOCTD MOAKIIOUEHUS TUHUN
uHTepdeiica Ha 00oux (raHrax, 0OHapy>KEHHbIE
HEUCIPABHOCTHU YCTPAHUTb.

2 IIpu OTKJIFOUEHUH HATIPSIKEHUS B
CETU NIEPEMEHHOr0 TOKa MpuOop HE
nepexoaut Ha nutanue ot AKbD.

1 ITpoBeputh HagexkHOCTh noAkIroueHuss AKD,
0OHapy>XCHHbIE HEUCITPABHOCTH YCTPAHUTD.

2 ITpoBeputs AKDB, nipu Hanpsi>KeHUH MEHee
10,5B — 3apsiauts AKD.

3 OTCyTCTBYeT MUTaHUE HA BHEIITHEM
ycTpoKcTBe 1o Junuu 12 B

1 TIpoBepuTh HAACKHOCTH COSAMHEHUS
KOHTAKTOB IMMTaHUsS OT BHEIIIHETO YCTPONCTBA U
KOHTaKTOB Kooaku «PWR_OUT»,
0oOHapy>KEHHBbIC HEUCTIPABHOCTH YCTPAHUTD.

2 [IpoBepuTh HAMPsHKEHUE HA KOJIOIKE
kiemmHON «PWR_OUT».

4 Pene BK noCTOSIHHO B pa30MKHYTOM
COCTOSIHUU

1 I[IpoBepuTh HAICHKHOCTD MOKITIOUCHUS
Kabesls ceTeBOoro K pazbemam Ethernet,
PacroI0KEHHBIX Ha IUIaTe MUTAHUSA U
KOMMYTaIlAH

2 TIpoBepuTh HAICIKHOCTH ITOIKITFOUCHHS JTTHUH
unTepdeiica RS-485

3 IIpoBepuTh HAICHKHOCTD MOKITIOUCHUS
MTUTAaHUST MUKPOKOMITHIOTEpa, 0OHAPYKCHHBIS
HEUCIIPABHOCTH YCTPAHUTH
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3 Texunueckoe 00CTy:KUBAHHE U3EJIUS

3.1 Bo Bpems dKCIUTyaTaluy peKOMEHIYeTCsl IEPUOINYECKH, HE PEXKE OHOIO pas3a B
TPH MecsiIa, TPOBOAUTH CIEAYIONINE KOHTPOIBHO-IPO(PUIAKTUIECKUE PAOOTHI:

— BHEIIHUN OCMOTP U YUCTKY U3ZCIINS;

— IIPOBEPKY HAJEKHOCTH KOHTAKTHBIX COCIMHEHUI U KPEIUUICHUS KOpIIyca,

— nposepky AKD.

3anmucu O TEXHUYECKOM  OOCIY)KMBAaHUU  JOJDKHBI — IPOU3BOAMUTHCA B
cootBeTcTBytoleM pazaene FOC/I1.425621.002 T1C.

BHUMAHMUE! Texnuuyeckoe o00Cay:;KMBAaHHE M3IeJUA IPOBOAUTH NP

OTKJIIOYEeHHOM Hanpsxennu 220B.
4 TpancnopTupoBaHUEe U XPaHEHHUE

4.1 W3penue pAOmycKaercs TPaHCIOPTUPOBaTh JIIOOBIM BHUJOM TpaHCHOpTa
3aKpBITOrO THIIA.

4.2 TpaHcmopTUpOBaHUE JOJDKHO OCYIIECTBISATHCS B 3aBOACKOH ymakoBke. Kpbimika
kopnyca BCY nomkHa ObITH IUIOTHO 3akpbiTa M 3allepTa Ha 3aMOK. 3ampelaercs
TpaHCIIOPTUPOBaTh u3aenue ¢ yctanoBiaeHHBIM AKD B xopryce BCY.

4.3 B nomemieHun 411 XpaHSHHUS HE JOHKHO OBITH TOKOIPOBOJSINIEH MBLIN, TTAPOB
KHUCJIOT U LIEJI0YEH, a TAK)KE Ia30B, BBI3BIBAIOIINX KOPPO3UIO U Pa3pyLIAOIINX U30JISALMIO.

4.4 XpaneHue uU3aeius JOJKHO OCYyIIECTBIAThCS ¢ u3BneueHHo AKD.

4.5 Tlpu nIUTENTbHOM XpaHEHHHM W3JETUS ISl COXpaHEHUs padOTOCIOCOOHOCTH
AKDB HeoOxonuMo mepuoguyecku (OAUH pa3 B TPU MecCsIa) OCYIIECTBIAThH €€ 3apsij Mo
CJICIYIOLIEN METOJIUKE:

— pacnakoBarb wu3ngenue u  ycraHoButh AKBb B BCY, nogkmioumB ee K
COOTBETCTBYIOLLIMM BBIBOJIAM;

— noxakirounTh bCY K ceTn nepeMeHHOro Toka Ha BpeMsl HE MEHEE 8 YacoB;

—  OTKJIFOUHMTh MUTaHUE OT ceTu, u3Bieub AKD u ynmakoBars uzgenue ajis

MOCIEAYIOIIEr0 XPaHEHHUS.
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Ipuiaoxenue A

(oOs3aTenpHOR)

TOC/II1.425621.002 PD

HacTtpoiika jokanabHoii ceTu Mexkay MukpokommnsiotepoMm u [IK B8 OC Windows 7

JI1st HACTpOMKU JIOKAJIBHOM CeTH Mexay MukpokomibiorepoM u [IK HeoOxomumo

3aiitu B maHenb ympamieHus («llyck» — «llanens ynpaeneHusi»), BbiOpath «lLleHTp

VIPABJICHUSI CETMU M OOIIMM JOCTYIIOM» U Haxarh «VI3MeHeHre mapaMeTpoB ajanrepay

B COOTBETCTBUU C PUCYHKOM A. 1
r=frt=)

@ ®| :,E <« Cetb u MiHTepHer » LleHTp ynpaenenns cetamu n obLumm goctynom v Mouck s naHeau ynpaencHUS poll

MaHent ynpasneHus -
AOMaLLHAA CTPaHNLA

C

VizMeHEHNE NapaMETPOBE
apantepa

WzmeRNTE BOTTeIHUTENBHBIE
napameTpe! 0BLLEero gocTyna

Cm. Tacke

Bpanamay3p Windows
JAomatunss rpynna

CeoiicTea obo3pesatens

\ ¥npaenerue GecnposoaHbIMM

npOCMOTp OCHOBHbIX CBEIeHWUI O CeTU U HaCTpOVIKa NOAKNOUYEHWIA

A
ALEXANDER-PC
(370T KOMNBIOTEP)

MpocmoTp aKTUBHBIX CETEN

umirsde
OBLyecTeeHHan ceTs
& HeonosHanHan cetb
g OBuwiecTeeHHan CeTb

MzmeHeHue ceTeBbix napameTpeoe

ﬁ. Hacrpoﬁxa HOBOro NOAK/IFOYEHWA MK CETH
-

,:.

Heckoneko cereit

q MpocrMoTp NoaHoN KapThl

WntepHer

nOAVJIPO‘-lEHME Wnn OTKNHOYEHNE

Tun goctyna: WHTepHer
MoakntoueHnsa: .l BecnpoeoaHoe cetesoe
coeguHeHune (umirsde)
Tun goctyna: bes goctyna k cetn
MoakntoueHusa: @ VvirtualBox Host-Only

Network

Hactpoiika BecnposoaHOro, LULMPOKONOAOCHOTO, MOAEMHOTO, Npamoro uan VPN-nogkntoyerus
WAW 5KE HACTPOIKa MapLUpPYTN3aTopa AN TOYKK A0CTyNa.

='§. MoakntoumnTecs K ceTn

MoakntoueHe nAK NOBTOPHOE NOAKIOHEHNE K BECNPOBOAHOMY, MPOBOAHOMY, MOAEMHOMY
CETEBOMY COEAMHEHNIO WaN noakntoderne k VPN,

Q BeiBop aomaLuHelt rpynnbl u Nnapamerpos obLyerc goctyna

Joctyn k paiinam 1 NpUHTEPaM, PacnonoXKeHHbIM Ha APYTriX CETEBLIX KOMMBIOTEPaX, MW

W3MEHEHWE N3paMETPOE o6u4ero AocCTyna.

Pucynok A.1 — OkHo «LleHTp ynpaBiaeHus CETIMU U OOIIUM JOCTYIOM)

m

B okHe ceTeBble MOIKIIIOUECHHS BHIOpATh HEOOXOAMMOE TOJIKIIOUCHUE U Ha)XaTh Ha

HEM MPABOM KHOMKOM MBIIIH, BEIOpaTh «CBoiicTBa» (PucyHok A.2).

24



TOC/II1.425621.002 PD

: BecnpoeoaHoe ceTesoe :. MoAKNHOYEHWNE NO IOKANBHOM CETH
5 \H COEANHEHWE >  Ceresoil kabenb HE NOAKNOYEH
5 o 27
dﬁ] umirsde b4 @2 | ®  OtknrounTs
CocroaHune
AwnarHocTuka

® Hacrpoiika mocta

Co3pate apabIk
Yaanute

# Mepeumerosate

@) Csoiicrea

Pucynok A.2 — ITonMeHro BbIOOpa CBOKCTBA
B okne «loaxnroueHne mo JOKaJbHOW CETH - CBOWCTBA» HEOOXOIMMO BBIJICIUTH
«IIporokon Uurepuera Bepcun 4 (TCP/IPv4)», HaxxaB ouH pa3 JICBOW KHOIKOW MBIIIH, U

Ha)kaTh Ha KHOTIKY «CBoiicTBay (PucyHok A.3).

U MoaxkAroueHne No NOKaNLHOM CETH - CBOMCTEa &

Cem ﬂpc'ryn

Moaxkntoyenue yepes:

liP Atheros AR8152/8158 PCI-E Fast Ethemet Controller (ND

Hactpouts...

QTMG“IGHHbIe KOMMNOHEHTBI MCNONb3YITCA 3TMM NOAKNIOYEHWUEM !

9% KnuenT ana ceteit Microsoft

J81 \irtualBox Bridged Networking Driver

,_@,J, Mnannposwwk nakeTos QoS

gCnyxﬁa AOCTYNa K $ainam 1 npuHTepam ceTeit Micro...
-4 MpoTokon WHTepHeTa sepcvm 6 (TCP/IPvE)

o [1PoToKon ViTeptera sepcrn 4 (TCP/IPv4) |

<. Npaitsep B/8 TONONOra KaHaNLHOro YPOBHA

4. OTBETUMK OBHEPYXEHWA TONONOMMM KaHaNbHOr0 YPOBHR

[ YcTaHoBUTL. .. ] Yj_nann.—:. [ CsoiictBa J

Onucanue

MpoTokon TCP/IP - cTaHaap LI NpoToKon rnofansHbx
ceTel, 0BecneyvBaioWmniA CBASE MEXAY PasnMYHEIMK
B33aUMOASICTBYIOWWMIN CETAMM.

| 0K || Omena

Pucynok A.3 — CBolictBa okHa «IloaKIIOueHUE 110 JTOKAJIBHOM CETH)
B oxne «CpoiictBa: IIporokon Murepuera Bepcuu 4 (TCP/IPv4)» orMeruTh moine

«Mcnonw3oBath cnenytonuii IP-anpec» u mpormcars IP aapec. IP anpec momxken ObITh B
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paMKax TOACETH MHMKpPOKOMIbIOTepa, Hampumep: |IP  agpec mMukpokommbroTepa

192.168.2.130, IP ampec nokampHOM cetm 192.168.2.131 (ot 0 mo 255), T.e. IP aapec
MUKpPOKOMIIbIOTEPA HE JOKeH coBnaaarh ¢ |IP agpecom IIK B nokanbHOl cetu. Macka

MOJICETU JOJKHA ObITh 255.255.255.0. Haxkats kHonky «OK» (PucyHnok A.4).

o B
Ceoitctsa: poTokon UktepHeta sepcun 4 (TCP/IPv4) M

Obwme

MapameTpbl IP MOryT HasHa4YaTbCR aBTOMaATUYECKH, €CNM CETh
NoAAEPXKMBAET 3TY BO3MOXHOCTb. B NpoTMBHOM Cny4ae napamMeTpbl
IP MOXKHO NONY4YUTb Y CETEBOr0 3AMMHUCTPaTOopPa.

() OonyunTb IP-aapec asTOMaTHHECKH

@ WUcnonb3oBaTh cneayiowmii IP-agpec:
IP-aapec: 192,168 . 2 ., 131
Macka noaceTu: 255.255.255. 0

OCHOBHOIA WO3:

Mony4nTe anpec DNS-cepeepa asTOMaTHHecKn
@ WcnonbsosaTh cneayiowme agpeca DNS-cepsepos:

MpeanounTaembiit DNS-cepsep:

AnsTepHaTuBHbIM DNS-cepsep:

[ NoaTsepanTs napamMeTpb! Npy Boixoae [ LONONHUTENSHO. .. ]

[ OK ][ OTmeHa ]

= e}

Pucynok A.4 — OxHo «Caotictra: [Ipotokon Uutepueta Bepcun 4 (TCP/IPv4)»
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Ipuiaoxenue b

(o0s3arespHOER)
Hacrpoiika onpoca npu nomouu WEB unTepdeiica
Hactpoiika onpoca CO, noaxitoueHHbIX K nopram RS-485, ocymiectBisercs npu
moboMm wucnoib3oBanuu u3nenus (¢ bK wim APM) u nomkHA BBINONHATBCS TOCIHE

HaCTPOMKH JOKAJIBHOM ceTu Mexay MukpokomnsirorepoM bCY u I1K.

b.1 3anyck WEB unrepdeiica

3anyctuTh Opaysep (pekomeHyembie Opaysepbl: Opera, Firefox, Chrome, Yandex) u
nponucarb B agpecHoll crpoke IP agpec MukpokommbioTepa (IO yMOJIYaHUIO
192.168.2.130), naxare kHONKY «Enter» nHa kmaBuarype. B oxHe aBTOpu3ammu
HE0OXOJJMMO BBECTH JIOTMH U Mapojib, HaxkaThb «OTHpaBUTH» (IO YMOIYAHUIO: JIOTUH —
admin, maposs — admin).

OTKpoeTCcsi OKHO MEHIO ITpoTrpaMMbl MUKpOKoMITbloTepa (pucyHok b.1). Ha Bkimanke

«I'maBHas 0T06pa>1<aeTc;1 TCKYHICC COCTOAHUC U z[aTa/ BpEM.

€« C' | (X b#ps://192.168.2.130 W=

MeHio ImasHas

naskxas

TekylLee cocToRHNe:

Eae Tekyllee BpemA 1 aata 2016-06-03 15:15:14
RS485

Cucrema

Craryc

Tor

WHdopmauus

Nepesarpy3ka

BbikniodeHmne

Bbixog

Pucynok b.1 — MeHro nporpaMMbl MUKPOKOMITBIOTEPA

B.2 Bkiaaaka «RS485»
Bxnanka «RS485» (Pucynok b.2) npemnasHaueHa st q00aBieHUs/yIaleHUS U
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Hactpoiiku CO Ha uHuIX «RS485/0» u «RS485/1».

Jis toro uroObl mobaButh CO, pacrnojoxeHHble Ha JuHHH «RS485/0»,
HeoOxoanuMo Haxath Ha nojie «[lociaemoBarenbHbii mopT 0» U HaXKaTh KHOMKY «Jl00aBUTH
ycTpoiictBo». B mone «Ammacy 3amaercs HaumeHoBanue CO. B mone «Anpec RS485»
ykasbiBaetcst cereBoit anpec CO. Ilone «Tum» mosBonsier BoiOpath TN CO. Haxarb
KHONIKY «IIpuMeHnTh». AHanoruuneiM 06pazoM MokHO M00aBuUTh CO, pacmnoioKeHHBIC
Ha guHuu «RS485/1», HaxaB Ha mone «llocinemoBarenbHbld MOPT 1». Anjpeca

IMOCJICIOBATCIIBHOI'O ITOPTA Om IMOCJICAOBATCIILHOIO ITOPTa 1 me AOJDKHBI ICPCCCKATHCA.

€ C | (X bw5://192.168.2.130 w| =

nasxas

Cetb

RS485

Cucrema

Craryc

Tor
Wudopmauyun
Mepeasarpy3ka
BoiKniodeHne

Boixog

Murena

E v
[lobaBuTe ycTpoiicTBO

Pucynok b.2 — OxnHo Bkinaaku «RS485»

J1iis Toro uToOb! ynamuTh nodaeneHHbie CO, pacnonokeHHbie Ha TuHUE «RS485/0»,

HeoOxoaumo Haxarh Ha mone «llocnemoBarenbHb MOpT 0» M HaXaTh . Ka)KI0TO
nobasnennoro CO. Haxarp kHomky «IIpuMeHHTH». AHAJIOTHYHBIM 00pa3oM MOXKHO
ynanuth nob6aieHHble CO, pacnosnoxkeHHble Ha JuHUM «RS485/1», HaxkaB Ha Tmone

«lTocnenoBarenbHbI TOPT 1.

Bb.3 Bkaaaka «Cucrema»
Bxnanka «Cucrema» (Pucynok b.3) mo3BossieT mpou3BeCTH HACTPONKY CUCTEMHBIX

napameTpoB.
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W < vpers cen AW e .o Smaat )
<« C [ b#ps://192.168.2.130 2| =

MeHio Cucrema

nasxas
Cetb

RS485

Cucrema

Cranc ,ElaTa n BpemMAa

Tor CUHXpOHU3aUMA BpEMEHW MO CeTu:

MHhopmauus [Oara: 2016-06-03

Bpema: 16:06:04

Yacosoit noAc: GMT-3 v

Nepesarpy3ka
BbikniodeHmne

Bbixog

BesonacHocTb

Norux: admin
HoBeblit napons:

MoBTOpPUTE NAponb:

CoxpaHeHune 1 3arpyska HacTpoekK:

CoxpaHWUTL HaCcTPOMKU Ha
nokanbHbIA UCK:

Pucynok b.3 — Oxno Bkinanku «Cucremay

O6nacth «SI3bIK» TO3BOJSET BHIOPATh PYCCKUWA WM AHDIMUCKUN sA3bIKU. JIis
BbIOOpa s3bIKA HEOOXOAMMO B MPaBOM YacTH oOnacTH «SI3bIk» Haxarb Ha (IaXoK H
BBIOPATH HY)KHBIH S3bIK, HAKATh KHONIKY «[IpUMEHHUTDH.

Obnactb «/laTa u Bpems» MO3BOJISET MPOU3BECTH YCTAHOBKY J1aThl U BpeMeHHU. J{is
ABTOMAaTUYE€CKOM YCTaHOBKM BpPEMEHHM HEOOXOAMMO YCTAaHOBUTH TajO4yKy B IIOJIE
«CHUHXpOHHM3ALMSI BPEMEHHU N0 ceTu». [ yCTaHOBKHM JaThl HEOOXOnMMO B moie «Jlaray
YCTaHOBUThH [JaTy B cienyromend nocnenosareapHocty: [T.MM.UY. B mone «Bpems»
MO>KHO YCTAHOBUTB BPEMS B PyYHOM PEXKUME, IIPUA ITOM TAJI0UKa B 1oje «CHHXpOHU3aIus
BPEMEHHU IO CETW» JOJDKHA OTCYTCTBOBaTb. YacoOBOM MOSC YCTAHABIMBAETCS B II0JIE
«YacoBoit mosicy. Ilocnme HacTpoiiku Aarbl, BpEMEHM W YacOBOTO IOsica HEOOXOAMMO
HaXkaTh KHONKY «[IpuMEHNTH» 11 MOATBEPKAECHUS HACTPOEK.

Obnactp «be3onacHOCTEY» MO3BOISAET 3a/4aTh JIOTUH U Napoib. [ moaTBepx aeHus

JIOTWHA ¥ TIapoJisi HEOOXOIMMO Ha)KaTh KHOMKY «IIpuMeHUTH».
b.4 Bkaaaka «Craryc»
Bxnanka «Craryc» oToOpa)kaeT COCTOSHUE TepenaBacMbIX/IPUHUMAEMBIX KaJIpOB

CO, 3anucannbix B WEB untepdeiic u pacrnonoxxenusix Ha pyoexe (Pucynok b.4).
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@ Mypera Cers = E=T >

€« C' | (X b#ps://192.168.2.130 i

4

MeHio

Tnasxas

Anvac Het otBeTa, %

15 radescan 100

RS485 imm
RR2rx
porp11

Cucrema

Cratyc

Tor mur12

WHopmauusa m2tx

Mepe3sarpy3ka kemzu

BbiKniHeHne pantx

o|lo(lv|lo|lo|s|lw[N]| a2

Bbixoq panrx

mur27

mur28

mur29

kemzu

KonuyecTBo knueHToB Ha 1 nopty: 3
KonuuecTBo KNUEHTOB Ha 2 nopTy 2
Wcnons3osaxue nopta 0, %: 13
Wcnons3oBaHue nopta 1, %: undefined

Pucynok b.4 — Oxno Bknaaku «Crarycy
[Tone «KonmuyecTBO KIMEHTOB Ha 1 MOPTy» OTOOpakaeT KOJIMYECTBO KIIMEHTOB,
3anpamuBaromux ganueie ¢ CO, yCTaHOBIICHHBIX Ha pyOexe.
[Tone «Hcnons3zoBanue mnopra 0, %)» oToOpakaeT 3arpyKEHHOCTb IO JUHUH
RS485/0. 3arpyxennocts mo juHuu RS485/1 orobpaxkaercs B mose «lcmonb3oBaHue
nopta 1, %o».

J{ns1 OOHOBIICHHS JaHHBIX HEOOXOIUMO HaXKaTh KHOMIKY «OOHOBHUTHY.
B.5 Bkaaaka «Jlor»

st mpocMoTpa MCTOPUU COOBITUH, TPOU3OLIEANINX B TEUCHUE IKCIUTyaTalluu

M3J1eNnsl HE0OXOAUMO OTKPBITh BKIAAKY «Jlor» (pucyHok b.5).
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€« C' | (X b#ps://192.168.2.130 drd (i —

Inasuan - 2016-06-03 15:13:32
Ces ; 2016-06-03 16:13:32

com

Cucrema

uioH 03 16:10:58: (Il) MurenaTCP: client disconnected
Craryc mioH 03 16:10:30: (1) MurenaTCP: New connection: '192.168.2.50:59018'
Tor viox 03 16:10:04: Input number: 3
nioH 03 16:10:04: (1) mur12 (12): Norm
vioH 03 16:09:58: (I1) RR2rx (10): Norm
Nepeaarpyaka vioH 03 16:09:56: Input number: 4
nioH 03 16:09:56: (1) mur27 (27): Norm
uioH 03 16:09:54: Input number: 4
Bubxon vioH 03 16:09:54: (I1) mur27 (27): Alarm
vioH 03 16:09:53: Input number: 3
vioH 03 16:09:53: (I1) mur12 (12): Alarm
vioH 03 16:09:52: Input number: 4
vion 03 16:09:52: (I1) mur27 (27): Norm
vioH 03 16:09:50: Input number: 4
nioH 03 16:09:50: (I1) mur27 (27): Alarm
nioH 03 16:09:49: (I1) RR2rx (10): Alarm
vioH 03 16:08:22: (I1) RR2rx (10): Norm
mioH 03 16:08:17: (Il) RR2rx (10): Alarm
( :
( 3
(

WHdopmauus

BbikniodeHmne

vioH 03 16:07:54: (I1) RR2rx (10): Norm
nioH 03 16:07:48 Alarm
vioH 03 16:07:45 Norm

)
1I) RR2rx (10)
1) RR2rx (10)

Pucynok b.5 — Oxno Bknaaku «JIor»

Bxnaaka «Jlor» otoOpaskaer mHbOpMAIHMIO, XPaHSUIYIOCS B 3HEPrOHE3aBUCHUMOMN
mamsaTH bBbCY, W MOXET WUCIOIb30BaThbCA JJId JETAJILHOTO aHajanu3a COOBITHH,
MPOU3OLIEANINX MMPU IKCIUTyaTallUK U3EIUS B ONPECIICHHBIN nepro BpeMeHu. JJist Toro
4TOOBI 3a7aTh OMpPENEJCHHBIN Mepuos BpeMeHH, HeoOxoaumo B moisix «C:» u «[lo:»
yKa3aTh MEpPUOJ, B TEUCHHE KOTOPOrOo HEOOXOAUMO MpocMoTpeTh MHpopmanuio 06 CO,

Ha’>XaTb KHOIIKY «Iloka3zarby.

b.6 lonoiHUTEIbHBIE BKIAAKHA

Bxnaaka «Muadopmanus» conmepxut wuHpopmanuio o6 WEB wuntepdeiice u
MIPEANPUATUA-U3TOTOBUTETIE.

Bxnanka «[lepesarpyska» mo3BoJseT nepe3arpy3uTb MUKPOKOMITBIOTED.

Bxnanka «BeIKiTroueHHEe» TIO3BOJISET BHIKITIOYUTH MUKPOKOMITBIOTED.

Bxrnanka «Beixoa» no3sonset Boiiitu 13 WEB unTepdeiica.
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Hpuiaoxenue B

(o0s3arespHOER)
HNucrpykuus noas3osarens 1O «Menemxep npaBuin»
IO «Menemkep mnpaBwir» (anri.- «RuleManager») (manee mo Ttekcty — MII),
IpeJHa3HaueH AJIsl CO3/1aHusl CIMCKa npaBui padboTsl pene bK.
[Ipu ucnonwzoBanuu uzgenus ¢ APM «lOMUPC CpenctBa OGezomacHocTi» 06€3

rcnoab3oBanus bK — IIporpamMma HC UCITIOJIb3YCTCA.

B.1 OcHOBHBIE MOJT0KEHUSA

MII moxeT OBITH 3amyllieH Ha MalllMHaX C YCTaHOBJEHHOW oOmeparuoOHHOMN
cuctemoit Microsoft Windows 7 u Bbime. Pa3penienne skpaHa JOJDKHO ObITh HE MEHee
800x600. MuHUMaJIbHBI 00BbEM CBOOOIHOIO JMCKOBOIO MPOCTPAHCTBA, HEOOXOIUMOIO
s 3amycka nporpammbl, coctaBimseT 80 Mb. s coenunenus 1K ¢ BCY HeoOxomum
CETEBOM aJarrep.

MII MoxeT OBITh 3amyIieH Ha MOOWIEHOM ycTpolicTBe (Tosbko rnpu Hamuanu Wi-Fi
poytepa) ¢ omnepaimonHoi cucremoii Android 2.2 u Beimre. Paspeienne sKpaHa JOMIKHO
obiTh He MeHee 480x320. MuHuMaIbHBIH 00BEM CBOOOIHOTO JAMCKOBOTO MPOCTPAHCTRA,
HEOOXO0IMMOTO JIJIS 3aIycKa nmporpaMmsl, coctasisier 80 Mb. Hanwuue momyns Wi-Fi.

Huck ¢ [10, mocTaBnsieMblii B KOMIUIEKTE C WU3JIETTUEM, COACPKUT (Dailyl yCTaHOBKHU
MIT «RuleManager». [{ns yctanosku MII 3amyctuthb daitn «Setup RuleManagery, cienys
YKAa3aHUSM Ha DKPAaHE IMPOU3BECTH YCTAHOBKY. YCTaHOBKA MII BBINOIHAETCS aHATOTUYHO

JH00BIM JApyruM npuiioxkerusM st Windows.

B.2 3anyck MII

[Tocne ycranoBku MII Ha IIK HeoOxomumo 3amyctuth MII, mpu 3TOM mosiBUTCS
okHo (pucynok B.1). Ilocie 3amycka MII Haxars kHOmMKy «Crtapt». B mome «CBsi3by»
M3MEHHTCS COCTOsiHME CBs3M «Paboraer», a B MpaBOM BEpPXHEM YIIIy OKHA MPOTPaMMBI
MOsIBATCS 4 MHIUKATOpa, OTOOpaXKaroIIue COCTOSHUE OJIOKOB KOMMYTAIIUU peie (PUCYHOK
B.2), u, B 3aBUCHUMOCTH OT MPOM3OIMICIIIECTO COOBITUSI, OJOKH KOMMYTAIIMU peieé MOTYT
MPUHUMATH CIICYIOIIUE 1IBETA:

— 3€JICHBIA — CBA3b HAXOJUTCSI B HOPME;
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— KPAaCHBIM — HET CBSI3H, OTKIIFOUEHO.

F — IEI Eg l
CeAsk: OTCyTCTBYET

() Mereaxep npasun

Crapt Hacrpoute 3arpyaute CopaHuTh
Cnucok npaeun [V uz daiina

CEAZL C NNATAMK KOMMYTaLHKH

Mnara1 @ Mnara2 @
Mnara2 @ Mnara4 @

[

1 —

Yaanute  OMWMCTWTE TIPUMEHWTE

clzgdie (s @

Pucynok B.1 — I'naBHOe okHO MII
| B S |

CBA3b C NNaTaMH KOMMYTaLHH

o
) Menegxep npasnn

CeAzb: Pabotaer
. H
Cton Hactpoute 3arpyante CoxpaHwTb

Cnucok npasun 3 thaiina

Mnara1 @ Mnara3 @
Mnara? @ Mnarad @

[

Pepakt  TecTsl YOanuts  OuWcTuTs TpUMEHMTE
ojjgs| e (%]2]&

Pucynok B.2 — I'maBHoe okHO MII npu aktuBHOM cBsizu ¢ BCY

[Tocne Haxkatusi kHOmkM «HactpouTh» mosiBUTCS OkHO «HacTpoiiku» (puUCyHOK
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B.3). B mone «IP agpec» moxHO n3MeHuTh 3HaueHue |IP agpeca B ciydae, eclid yka3aHHOE

snauenue IP agpeca ne coorerctByeT IP agpecy mukpoxomnwiorepa. B mone «llopt»
3HAQUEHHE T[OpTa YCTAHOBJIEHO MpeanpuaTuemM-usrotroputesnem. llocae BHeceHus

n3meHenmii IP apcC COXPAHACTCS B MMOCTOSIHHOM MaMsTH KOMIIBIOTCPA.

E Hacrpoiikn l = | |ﬁr
OCHOBHBIE HACTPORKH
IF agpec
3apate: 192,168.2 .130
MopT
Janate: 4443
| Ok | | OTMeHa

Pucynok B.3 — Okno «HacTtporikm»

[Tocne ycranosnenusi cBsizu ¢ bBCY B m1aBHOM OKHE MpOrpaMMbl OTOOPaKarOTCs
npaBuia, coxpaHeHHble B mamsaTH bCY. CymectByer nBetoBas auddepeHuumanus
0TOOpa’kaeMbIX MPaBUJL:

- eciau Ul MMEIOLIErocs IpaBHjla HMMEKOTCS JaT4MK M pelie B TEKyIleu
koHpurypanuu bCY, To npaBuio orodpaxaercs Ha 6esoM QoHe;

- eClId JUIsl MMEIOIIEToCcs TMpaBuja OTCYTCTBYET NATUMK JIMOO pesie B TEKyllei
koHburyparuu bCY, npaBuiio orobpaxaeTcsi Ha KpacHOM (oHe;

- €Cli JJi JaTyvKa, 3aJIeMCTBOBAHHOIO B TEKYIIEM IpaBuUiie, OTCYTCTBYET UMS B
¢aiine koHpUrypamuu, UMs JaT4rKa oTroOpaxaeTcs Ha cepoM (oHE;

-eCJIM JJIA aTYuKa, 3a/IeCTBOBAHHOIO B TEKYIIEM IpaBuiie, U3 (haiisia moarpyKeHo
HEIMOAXOAs1Iee UM (TUIT AaTYMKa Ha JAHHOM aJpece, WM TUI BXOJa HE COBMNAAAIOT), TO
UMS JaTauka OyeT OToOpakeHo Ha KpacHOM (poHe.

Knomnka ((yI[aJ'II/ITI)» npeaHasHauCHa AJid YAaJICHHA OAHOIO IIpaBujia U3 CIIMCKaA.
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KHOHKa ((O‘-II/ICTI/ITI)» HpeﬂHasHaqua JJIA y,HaJ'IeHI/Iﬂ BCEX UMCHOIIIUXCA HpaBI/IJ'I.

Kuonka «IIpuMeHHTH» mpenHa3HaueHa I IOATBEP)KIACHUSA W 3allMCU  CIMCKA
MpaBUJ B S3HEProHe3aBUCUMYO aMsTh bCY.

KHnonka «3arpy3utb» npeaHazHaueHa JJis 3arpy3kd KOHQUrypauuu u3 ¢aiina.

Knonka «CoxpaHuTe» IpeHa3HaueHa i 3alUCU TEKYyIeH KOH(pUrypamuu B (ai.

Onaxkok «u3 Qaiina» mpeaHa3HaueH A7 yOpaBleHus: oToOpakeHrueM mpasmil. Eciu
(1a’kOK yCTaHOBJIEH, TO OTOOpa)KkaloTCs NMpaBuiia, 3arpykeHHble u3 (aiina. Eciau draxox

CHST, 0TOOpaXkaroTcs MpaBuiia, noiaydeHHsle u3 bCY.

B.3 Penakrop npasuJ

I[JI?I CO3gaHuA IIPpaBUII HCO6XOIII/IMO Ha)XaTb KHOIIKY «PGI[aKT.», IIOCJIC 4YCTO

nosiBUTCs1 OKHO «Penakrop nmpasmm» (Pucynok B.4)

r —— ——

5| Pepaxtop npasun = | e £

Texkyuiee npaswno
Oatuyuk

Boibpars: [ '] ],ueranusauunl

Pene

Boibpars: { v ‘ l,llerannsauun]

‘ Ok ] [ OTmeHa

T — P— ————

Pucynok B.4 — OxHo «Penaktop npaBuin»
Jlst Toro 94ToOBI BEIOPATh JIaTYHMK, HEOOXOMUMO B Tojie «JlaTdmk» HaxkaTh KHOIKY
«Jletamuzaiusa», otkpoercss OkHO «Bpibop marumka» (Pucynok B.5), mubo BbIOpaTh

JaT4YUK B BBIIIAJAIOIICM CIIMCKE.
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# | Beibop paTumka l ':’_I_J‘ S
TeKyuni AaTunKk ﬂ
Wmsa: Mypena: AgpS0/Bx1 Bubpo Mo ymonyaxuio
Appec RS-485
[s0 z|
|
Homep Bxoga
£ i)
Homep gaTumka
CocTosHue gaTymka
Tun yctpolictea: Mypena
Tun Bxoga: Bubpo
[ Ok J [ OTmena J |J
___ |

Pucynok B.5 — OxHo «Bb160p garuuka»

B none «MMs» MOXHO HM3MEHUTh HAMMEHOBAHHE JaTdyMKa IO YCMOTPEHUIO
nojp3oBarens. Ecnu ans JaHHOTO JaTdurMKa HET UMEHM B (pailyie KoHPUrypauuu, To UMs
narynka Oymer chOpMHUpPOBAHO ABTOMATMYECKM W TOJACBEYEHO cepbiM. Ecim ums,
coxpaH€HHOe B (hailyie KOH(UTypalui, OTHOCUTCA K JPYroMy AaTyuKy (Hampumep, ecliiv
Ha JaHHOM aJjpece M3MEHWICA TUIl YCTPOWCTBA), TO OHO OylIeT IMOJCBEYEHO KPACHBIM.
Knonka «Ilo ymMonmuanuo» npeaHazHadeHa Jyisi aBTOMaTH4eCcKoro (popMupoBaHusi HIMEHH U
COXpaHEHHUs ero B (aii.

B none «Aapec RS-485» ykaspiBaeTcs ceTeBOM ajpec JaryvKa, 3alUCAHHOTO B
sHeproue3aBucuMyto namsatb CO.

B none «Homep Bxoma» yka3blBaeTCsi HOMEP BXOAa B CIy4yae, €CIM Ha JAHHOM
anpece nponucano CO «MypeHay.

B none «Homep parumkay» yka3blBaeTCcsi HOMEp AaTdydKka B CIllydae, €CIU JaHHBIN
Homep Bxoaa CO «MypeHa» B peKMMe 4YaCTOTHOTO JIETEKTOPa.

[Tone «Cocrosinne narunkay otodpaxaet cocrositnue CO Ha pyoexe.

[Tonsa «Tum yctporictBay u «Tunm Bxoma» otobpaxkaror tun CO u Tun Bxoma CO

COOTBETCTBCHHO.
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[Tocne BbIOpaHHBIX MapaMeTPOB AaTUMKa HaxkaTh KHOMKY «OK».

I[J]SI I[O6aBJICHI/I$I peiac B IIPaBHIIO HGO6XOI[I/IMO B 1ojiec «Pene» Haxarb KHOIIKY

«[leranmzamnus», orkpoetcs okHo (Pucynok B.6)

E:] Buibop pene - @__ng

Texkyuiee pene

ma: RelEx1/Pened

Homep nnatewl pene

£ z)

Homep pene Ha nnate

& A

CocTosHue pene

[ Ok J [ OTmeHa J

Pucynok B.6 — OxHo «Bb160p pese»

B none «Ms» HauMeHOBaHUE pelie MPONKUCHIBAETCS ABTOMAaTHYECKU TIPHU BBIOOpE
HOMepa 0JI0ka KOMMYyTallui U HOMepa pedie.

B none «Homep miatel peney ykazbiBaeTcs HOMEDP OJI0Ka KOMMYTAIMH, K KOTOPOMY
oynet noakrodeHo CO.

B none «Homep pene Ha miare» yka3blBaeTCs HOMEP KOHTAKTa KOJIOJAKH KIIEMMHOM,
K KoTopoMy Oynet noakitodeHo CO.

[Tone «CocTostHuE pene» 0ToOpa)xaeT COCTOSTHUE pesie U B 3aBUCUMOCTH OT
MTPOU3OIIEIIETO COOBITHS MOKET MPUHUMATH CIICAYIOIINE 3HAYCHHUSI/I[BET:

— «3aMKHYTO»/3€JIEHbIN — peJie HAXOJUTCS B 3aMKHYTOM COCTOSIHUH;

— «Pa30MKHYTO»/KpacHBIN — pejie HaXOAUTCS B PA30OMKHYTOM COCTOSIHUM.

[Tocrne BRIOpaHHBIX MTapaMETPOB pesie HakaTh KHOMKY «OKy.

[Tocne HacTpoMKKM apaMeTpoB JaTUMKa U pesie He00X0AUMO HaxkaTh KHOMIKY «OK»

TSt co3nanus npasuia. [Ipasmino Oymer orobpaxarscs B TiaBHOM okHe MII.
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B.4 OxHo «TecTb»

JIyist mpocMOTpa COCTOSIHUS pelie Ha pyOeke HeoOX0MMMO HakKaTh KHOMKY « TecTh»

(Pucynoxk B.7)

YnpasneHue COCTOAHHAMH pene
Homep nnatb!

E o ||

I Bce pene = l

[ 3aMKHYTb ] [ PasoMKHYTb ] [ CBpoc ]

| Pene 2

Pene 3

Pene 4

i Pene 5

Pene 6

m

Pene 8 AsTO he
Pene 9 AsTO i
Pene 10 ' . AsTO X

) Pene 11 - ABTO X N
vere > [ (> -] | |
pere 1+ [ (= |||
vere 15 [ = -

Pucynok B.7 — OxHo «TecTbi»

Jlj1 TOro 4TOOBI MPOCMOTPETH COCTOSIHUS PEJIE ONPEAEIEHHOTO OJI0Ka KOMMYTallUH,
HeoOxoanuMo BbiOparh B mojie «Homep miiaTel» HEoOXonuMbli 0ok koMMyTanuu. B mosne
KaX/I0ro pese 0ToOpakaeTcss HaMMEHOBAaHUE pEJie, €ro COCTOSHUE M BBIOOp pexnMma. B
pexuMe «ABTO» pelie HaXOAWTCS B HOPMAJIbHOM (3aMKHYTOM) COCTOSIHUM, €CIU IS
JaHHOTO pesie co3nano npasuio u CO, yka3aHHOE B 3TOM IIpaBUJie, HAXOJUTCS B HopMme. B

cily4ae, €Cid MpaBUJIO0 OTCYTCTBYET ISl JAHHOTO pelie WM MpaBuiio co3fgaHo, Ho CO

38



FOC/I1.425621.002 PO
HaxOJUTCS B TPEBOTE, TO PeJie HAXOJUTCS B TPEBOKHOM (Pa30MKHYTOM) COCTOSIHUU.

CocTosiHuE KaXKI0TO peie 0TOOpaKaroT CIeTyIOIINe 3HAYEHU S/ 1IBET:

— «3aMKHYTO»/3eNeHbIi — perne 3aMkHyTo, CO B HOpME;

— «Pa3oMkHyTO»/KpacHbIi — pene pazoMkHyTO, CO B TpeBore.

KHonku «3aMKHYTb» U «Pa30MKHYTh» 3aMBIKaIOT U Pa3MbIKAIOT BCE pelie B JaHHOM

OJI0KE KOMMYTAITHH.

Knomnka «COpoc» mo3BOJISIET COPOCHTH HACTPOMKM TECTUPOBAHUSI BCEX pelie K

3aBOJICKMM HACTPOUKAM.
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